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Abstract: Provable data possession (PDP) is a technique for ensuring the integrity of data in storage outsourcing. 

In this paper, we address the construction of an efficient PDP scheme for distributed cloud storage to support 

the scalability of service and data migration, in which we consider the existence of multiple cloud service 

providers to cooperatively store and maintain the clients’ data. We present a cooperative PDP (CPDP) scheme 

based on homomorphic verifiable response and hash index hierarchy. We prove the security of our scheme based 

on multi-prover zero-knowledge proof system, which can satisfy completeness, knowledge soundness, and zero-

knowledge properties. In addition, we articulate performance optimization mechanisms for our scheme, and in 

particular present an efficient method for selecting optimal parameter values to minimize the computation costs 

of clients and storage service providers. Our experiments show that our solution introduces lower computation 

and communication overheads in comparison with non-cooperative approaches. 
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 INTRODUCTION 

 

Several trends are opening up the era of Cloud Computing, which is an Internet-based development and use of computer 

Technology. The ever cheaper and more powerful processors, together with the software as a service (SaaS) computing 

architecture, are transforming data canters into pools of computing service on a huge scale. The increasing network 

bandwidth and reliable yet flexible network connections make it even possible that users can now subscribe high quality 

services from data canters.[1]. 

 

Moving data into the cloud offers great convenience to users since they don’t have to care about the complexities of 

direct hardware management. The pioneer of Cloud Computing vendors, Amazon Simple Storage Service (S3) and 

Amazon Elastic Compute Cloud (EC2) [1] are both well known examples. While these internet-based online services 

do provide huge amounts of storage space and customizable computing resources, this computing platform shift, 

however, is eliminating the responsibility of local machines for data maintenance at the same time. As a result, users are 

at the mercy of their cloud service providers for the availability and integrity of their data. Recent downtime of 

Amazon’s S3 is such an example [2]. 

 

From the perspective of data security, which has always been an important aspect of quality of service, Cloud 

Computing inevitably poses new challenging security threats for number of reasons. Firstly, traditional cryptographic 

primitives for the purpose of data security protection can not be directly adopted due to the users’ loss control of data 

under Cloud Computing. Therefore, verification of correct data storage in the cloud must be conducted without explicit 

knowledge of the whole data. Considering various kinds of data for each user stored in the cloud and the demand of 

long term continuous assurance of their data safety, the problem of verifying correctness of data storage in the cloud 

becomes even more challenging. Secondly, Cloud Computing is not just a third party data warehouse. The data stored 

in the cloud may be frequently updated by the users, including insertion, deletion, modification, appending, reordering, 

etc. To ensure storage correctness under dynamic data update is hence of paramount importance. However, this 

dynamic feature also makes traditional integrity insurance techniques futile and entails new solutions. Last but not the 

least, the deployment of Cloud Computing is powered by data centers running in a simultaneous, cooperated and 

distributed manner. Individual user’s data is redundantly stored in multiple physical locations to further reduce the data 

integrity threats. Therefore, distributed protocols for storage correctness assurance will be of most importance in 

achieving a robust and secure cloud data storage system in the real world. However, such important area remains to be 

fully explored in the literature.  

 

Recently, the importance of ensuring the remote data integrity has been highlighted by the following research works 

[3]–[4]. These techniques, while can be useful to ensure the storage correctness without having users possessing data, 
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can not address all the security threats in cloud data storage, since they are all focusing on single server scenario and 

most of them do not consider dynamic data operations. As an complementary approach, researchers have also proposed 

distributed protocols [5]–[6] for ensuring storage correctness across multiple servers or peers. Again, none of these 

distributed schemes is aware of dynamic data operations. As a result, their applicability in cloud data storage can be 

drastically limited. 

 

EXISTING SYSTEM 

 

There exist various tools and technologies for multicloud, such as Platform VM Orchestrator, VMwarev Sphere, and 

Ovirt. These tools help cloud providers construct a distributed cloud storage platform for managing clients’ data. 

However, if such an important platform is vulnerable to security attacks, it would bring irretrievable losses to the 

clients. For example, the confidential data in an enterprise may be illegally accessed through a remote interface 

provided by a multi-cloud, or relevant data and archives may  be lost or tampered with when they are stored into an∙  

uncertain storage pool outside the enterprise. Therefore, it is indispensable for cloud service providers to provide 

security techniques for managing their storage services.  

 

PROPOSED SYSTEM 

 

To check the availability and integrity of outsourced data in cloud storages, researchers have proposed two basic 

approaches called Provable Data Possession and Proofs of Retrievability .Ateniese et al. first proposed the PDP model 

for ensuring possession of files on un trusted storages and provided an RSA-based scheme for a static case that achieves 

the communication cost. They also proposed a publicly verifiable version, which allows anyone, not just the owner, to 

challenge the server for data possession..They proposed a lightweight PDP scheme based on cryptographic hash 

function and symmetric key encryption, but the servers can deceive the owners by using previous metadata or responses 

due to the lack of randomness in the challenges. The numbers of updates and challenges are limited and fixed in 

advance and users cannot perform block insertions anywhere.  

 

MODULE DESCRIPTION 

 

Multi cloud storage 

 

Distributed computing is used to refer to any large collaboration in which many individual personal computer owners 

allow some of their computer's processing time to be put at the service of a large problem. In our system the each cloud 

admin consist of data blocks . the cloud user upload the data into multi cloud. cloud computing environment is 

constructed based on open architectures and interfaces, it has the capability to incorporate multiple internal and/or 

external cloud services together to provide high interoperability. We call such a distributed cloud environment as a 

multi-Cloud .A multi-cloud allows clients to easily access his/her resources remotely through interfaces. 

 

Cooperative PDP 

 

Cooperative PDP (CPDP) schemes adopting zero-knowledge property and three-layered index hierarchy, respectively. 

In particular  efficient method for selecting the optimal number of sectors in each block to minimize the  computation 

costs of clients and storage service providers. cooperative PDP (CPDP) scheme without compromising data privacy 

based on modern cryptographic  techniques. 

 

Data Integrity 

 

Data Integrity is very important in database operations in particular and Data warehousing and Business intelligence in 

general. Because Data Integrity ensured that data is of high quality, correct, consistent and accessible. 

 

Third Party Auditor 

 

Trusted Third Party (TTP) who is trusted to store verification parameters and offer public query services for these 

parameters. In our system the Trusted Third Party, view the user data blocks and uploaded to the distributed cloud. In 

distributed cloud environment each cloud has user data blocks. If any modification tried by cloud owner a alert is send 

to the Trusted Third Party.  

 

Cloud User 

 

The Cloud User who have a large amount of data to be stored in multiple clouds and have the permissions to access and 

manipulate stored data. the User’s Data is converted into data blocks . the data blocks is uploaded to the cloud. The 
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TPA view the data blocks and Uploaded in multi cloud. The user can update the uploaded data. If the user wants to 

download their files, the data’s in multi cloud is integrated and downloaded. 
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