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Abstract - Secure communication in vehicular network is a critical challenge because of hybrid nature and 

mobility. In this paper, a hybrid cryptography based encoded communication model is provided to achieve the 

security against internal and external attacks. The work is defined for the infrastructure specific vehicular 

network in which the RSUs have controlled the region communication. In first phase of the proposed model, the 

RSA based signature verification is done for new nodes in the region. In second phase, DES adaptive encoded 

communication is provided. The method also observed the group adaptive analysis to generate the preventive 

communication path. The work model is implemented in NS2 environment. The simulation results show that the 

model has improved the network communication and reduced the communication delay.  
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I. INTRODUCTION 
 

Vehicular network is the vast area network with large number of vehicle nodes and infrastructure specification. The 

geographical location, scenario specification, infrastructure placement, vehicle type and vehicle movement are the 

features as well as challenges for this network form. The network is defined under the hybridization feature defined at 

different levels. These levels includes architecture level, communication level and channel level. The vehicle type, 

speed, direction and the coverage also affects the network performance. These hybrid features and characterization also 

increases the communication criticality and the network suffers various internal and external attacks. Different attack 

detection, prevention and authentication methods and measures are defined to provide the safe communication over the 

network. This work is basically focused on cryptography based vehicular communication model. This encoded 

communication based model is shown here in figure 1. The figure is showing the vehicular communication with 

infrastructure specification as well as encryption modeling while performing the communication within network.  

 

 

Figure 1 : Secure VANET Architecture 
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The authentication or the encoded communication in the vehicular network can be defined at different level. The V2V 

and V2I based encoded communication is defined to provide reliable communication. The cryptography key based 

mapping can be defined for authentication check as well as the encryption algorithm provides the encoded 

communication. The secure key exchange based communication is shown in figure 2. 

 

Figure 2 : Encoded Communication in VANET 

 

Here figure 2 is showing the encoded communication model defined in the network. The figure shows that the encoding 

is managed by the Motor vehicle management that captures the vehicle and the node form. The inclusive cryptography 

elements include the vehicle nodes, RSU and the base station devices. Relatively, the secure V2V and V2I 

communication can be performed. In this paper, a dual cryptography based communication model is provided for 
vehicular network.  

 

II. RELATED WORK 

 

Security is the primary requirement for any network. For VANET, in which new nodes are introduced very quickly, the 

criticality of the network increases. Some authentication methods can be applied to improve the communication quality 

of the network. In this section, the work defined by earlier researchers to improve the communication security in 

VANET. Author[1] has used the RSA integrated encryption with effective WiFi integrated traffic system for VANET. 

Author applied the encryption method on MAC protocol and controlled the cryptography behavior via RSUs. Author[2] 

has defined reencryption method to improve the reliability of V2V communication. The proxy based cipher conversion 

and the capacity specific transition shows that the method has improved the communication reliability. Author[3] has 
defined a work on vehicle specific authentication by using the concept of random permutation. The weak encryption 

method is defined to provide the efficient encoding. A symmetric key based block cipher was used by the author with 

random permutation to improve the communication reliability. Author[4] also used the concept of Re-key based 

encoding to apply the authorization in Vehicular network. Author defined the intermediate re-encryption concept under 

the time slot analysis. The method not also provided the data security but also improved the communication throughput. 

Author[5] has defined a work on vehicular network modeling with topological change observation.  The cryptography 

inclusion was provided to perform the V2V and V2I communication. The encoding and authentication was ensured 

using public key and private key concept. The privacy adaptive communication was provided by the author. Author[6] 

has defined a work on route reporting scheme with inclusion of privacy at vehicle level. The RSU ensured the key 

distribution and data encoding at vehicle level. Secure message communication and the information transition also 

controlled by the RSU. The traffic condition analysis based potential congestion control at traffic level was provided by 
the author.  

Author [7] has defined a group key concept for improving the VANET communication using Diffie Hellman 

cryptography method. The pre-shared key based man-in-middle attack detection and secure communication was 

provided by the author. A privacy scheme based attack detection and prevention was provided by the author. The group 
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generation, group key generation and sharing was controlled at vehicle level. The aspired communication and 

authentication model was provided by considering the neighbor group nodes. Author[8] has defined an anonymous 

authentication key agreement to improve the vehicular message security. Author used the Elliptic key cryptography 

method to verify the communication using signature driven scheme. The service announcement and the protocol 

integration with security measure were provided by the author. The attack preserved communication was censured by 

the author. Author[9] has provided the location driven authenticity for improving the services of Road Network. Author 
defined analysis at node level against inference attack, correlation attack and the transition attack.  

The location preserved communication architecture was provided by the author along with zone modeling. Author[10] 

has improved the security feature for WAVE protocol using distributed key concept. The key generation and 

management were provided by author using priority specific packet generation. The symmetric key cryptography 

method was provided to improve the security goals and to improve the communication throughput. The short term and 

long term keys were used to achieve the security based on the communication type. Author[11] has provided the 

comprehensive message authentication while performing the intra-RSU and inter-RSU based communication. The 

handoff management and the attack preserved communication control were also provided by the author. The signature 

generation, sharing and the source driven negotiations were defined by the author. Based on this negotiation, the secure 

route formation is done at vehicle and RSU level.  

Author [12] has defined a security driven framework for improving the geographic adaptive communication for 

vehicular network. The physical location analysis and the physical characteristic determination were provided by the 

author to provide message encoding and decoding. The secure and reliable communication modeling was provided by 

the author. The region specific secure message exchange was provided by the author to improve the communication 

reliability at node level. The scenario specific Geo locking was provided by the author. Author[13] has provided a 

secure communication modeling using trust based message communication in vehicle network. The fuzzy logic based 

trust value observation and the secure communication primitive generation was provided by the author. The link state 

analysis was provided by the author to improve the trust level so that the routing decision will be improved. The fuzzy 

rule integration was provided to achieve the preventive communication against the malicious behavior nodes. 
Author[14] has provided a work on attribute based access control to provide emergency message communication for 

vehicular network. The confidentiality based communication with fine grained message control was provided by the 

author. The key specific communication has reduced the computational delay and provided the preventive 

communication against the collusion attack.  

The rescue query based message communication and transmission was provided by the author. Author[15] has 

provided the security solution to achieve the intelligent transportation for vehicular network. Secure V2V and V2I 

communication was provided by the author using Elliptic Curve Cryptography model. The collision avoidance and the 

pre-crash system were provided by the author to achieve the phase driven communication. The risk evaluation and the 

intervention control were provided by author to improve the communication integrity. The infrastructure specific 

communication control for vehicular network was provided by the author. Author[16] has defined a work on dynamic 
key based communication in vehicular network. The tamper free communication was provided by the author with 

specification of certification verification. The certificate authority based message revocation was provided to achieve 

the secure communication. The dynamic secure communication also reduced the communication cost. Author[17] has 

defined a work on RSA based encoded communication in vehicular network. The self organized key generation and 

distribution model was provided to reduce the weakness of vehicular network. The signature specific encoding using 

RSA method was provided to improve the communication trust.  

III. RESEARCH METHODOLOGY 

The security is the primary requirement for any global network. Different internal and external attacks affect the 

network integrity and reliability. In case of open area network such as Vehicular network, the communication criticality 

also increases. To provide the secure and authenticated communication, some cryptographic methods can be applied. In 

this work, a dual cryptography method in applied to ensure the authentication in vehicular network. This hybrid 

authentication model is based on the group formulation. The session specific communication and reliability was 

provided by the author. The security was provided by the RSU by using the static and dynamic parameters and 

provided the two cryptography at node level.  

 

These dual cryptography methods were provided using RSU and DES method. The work in here divided in two phases. 

In first phase, the node analysis will be applied based on static and dynamic parameters to identify the node reliability. 

The reliability of node is under the session level observation and its commitment to a RSU. Once the node reliability 

will be identified, the cryptographic methods will be applied. For the dedicated reliable nodes, one time authentication 
check will be applied using RSA method. For unreliable nodes, a session based authentication check will be performed 

using DES method. The work is about to improve the communication throughput and reduce the communication delay. 

The proposed work model is shown here in figure 3. 
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Figure 3 : Work Model 

Here figure 3 is showing the secure encoded communication in vehicular network. At first, the scenario specific 

network is defined with specification of base station and road side units. Once the network is generated, and the 

vehicles are defined with mobility. The message communication between the vehicles and the Rode side units is done. 

The session specific analysis is here done to identify the reliability based on different parameters. The RSA and DES 

based authentication is performed for different node types. The first time authentication is performed as the signature 
map using RSA approach and later on DES is applied to provide the encoded communication. The parameters specific 

secure communication is provided in this work. 

A) DES 

DES is one of the most widely accepted, publicly available cryptographic systems. It was developed by IBM in the 
1970s but was later adopted by the National Institute of Standards and Technology (NIST), as Federal Information 

Processing Standard 46 (FIPS PUB 46). The Data Encryption Standard (DES) is a block Cipher which is designed to 

encrypt and decrypt blocks of data consisting of 64 bits by using a 64-bit key. 56-bit key is used in DES and 16 cycle of 

each 48-bit sub keys are formed by permuting 56-bit key. Order of sub keys is reversed when decrypting and the 

identical algorithm is used. Block size of 64-bit is made from L and R blocks of 32-bit. The basic process of RSA is 

shown in figure 4.  

Identify the nodes in each RSU for current time 

stamp 

Apply the session based analysis under 

communication parameters 

Integrate the parameters to set the node 

reliability 

Apply the onetime RSA for reliable nodes 

Apply the DES for new generated nodes 

Analyze the communication over the network 

under different parameters 

Generate the vehicular network with 

infrastructure setup 
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Figure 4: DES Process 

B) RSA 

RSA is the cryptographic algorithm that provides higher degree of security. It uses the modular exponentiation of long 

integer in the mathematical operational form. It is responsible to perform encryption and decryption. RSA is the 

cryptographic algorithm based on the factorization problem of long integers.  

IV. RESULTS 

In this present work, a dual cryptography based on security system is applied in vehicular network. The proposed 

secure communication model for vehicular network is simulated in vehicular network. The city scenario based two-lane 

network is defined with fixed infrastructure specification. The network is defined with 40 vehicle nodes moving in 

different directions and speed. The comparative analysis is here provided in terms of network communication and 

communication delay parameters. The packet communication based analysis is shown here in figure 5. 

 

Figure 5: Packet Communication (Existing Vs. Proposed) 
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Here figure 5 is showing the packet communication analysis for existing and proposed approach. In the proposed 

approach dual cryptography method is provided based on the RSA and DES approach. Here x axis shows the 

simulation time and y axis showing the packet communication. The figure shows that the proposed model has improved 

the packet communication. 

 

Figure 6: Packet Delay (Existing Vs. Proposed) 

Here figure 6 is showing the packet delay analysis for existing and proposed approach. In the proposed approach dual 

cryptography method is provided based on the RSA and DES approach. Here x axis shows the simulation time and y 

axis showing the packet delay. The figure shows that the proposed model has reduced the packet delay and over all 

communication reliability is improved. 

CONCLUSION 

In this paper, a dual cryptography based secure communication model is provided for improving the reliability in 

vehicular network. At the earlier stage, the RSA encryption method is used as the signature map for a new vehicle in 

the region. Later on, DES cryptography is applied to provide the secure communication in the region. The simulation 

results show that the method has improved the communication and reduced the communication delay.  
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