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Abstract: In the current scenario and with the increase in development and usage of internet and wide applications of multimedia 

technology, people can communicate through the digital multimedia information systems with others, very conveniently over the 

internet. In many cases, especially when we want to transmit a secure image data over a network and we don’t want that to be browsed 

or processed by illegal receivers. In such cases, we would opt for a secure transaction mechanism for data transmission. Therefore, the 

security of digital image attracts much attention recently and many different methods for image encryption have been proposed earlier 

also. Image encryption has been very difficult than that of texts due to some intrinsic features of images such as bulk data capacity, 

high correlation among pixels and high redundancy. So the computation time of these image compression methods has a vast role.  In 

this paper, we have proposed the enhancement and modifications to reduce the computation time in the existing image encryption-

decryption methods. For this improvement, we have focussed on the image compression properties of the Discrete Wavelet 

Transform.  
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Introduction 

 

In today’s arena, where the internet has become the fastest and efficient medium to communicate; the security of the communication 

of the key entities like data, images, graphs, etc. is also extremely important and necessary. In this paper we are mainly concerned 

with the security of digital image as the image compression is difficult in comparison to the text compression due to its various 

features such as bulk data capacity, high correlation among pixels and high redundancy. Fast and efficient image encryption has been 

an area of interest for researchers due to the need of real-time image encryption-decryption in various fields of secret data transmission 

especially in case of nation’s army relevant requirements and image transmission [13]. Till now various methods have been proposed 

earlier to encrypt the image [1]-[7]. Among those, Optical systems are of growing interest for image encryption due to their distinct 

advantages of processing 2-dimensional complex data in parallel and high speed. In the past, a number of optical methods have been 

proposed [1],[2],[4],[6],[10],[11]. Among them the most widely used and highly successful optical encryption scheme is double 

random phase encoding mechanism [4]. As the generalization of the conventional Fourier transform and the fractional Fourier 

transform has recently shown its potential in the field of optical security [1],[2],[4],[6],[11]. A number of random phase encoding 

schemes has been proposed [4]. It can be shown that if these random phases are statistically independent white noise then the encrypted 

image is also a stationary white noise. In some schemes, chaos based functions are used to generate random phase mask 

[2],[3],[5],[13]. In this paper, we have focussed on the issue of minimizing the computation time of image compression technique. 

Here, we have discussed about the image encryption and decryption methods, then the existing methodology. At last, we have 

introduced an algorithm to compress the image using FRT (Fractional Fourier Transform) and DWT2 (2-dimensional discrete wavelet 

transform) with the reduced complexity. 

 

Image Encryption and Decryption 

 

As we know that an image consists of three primary colours R, G and B. Initially, an image is segregated into these three coloured 

channels and then the compression methods are applied on the input image channels by using DWT2. The compressed image is 

encrypted using 2-D FRT and random phase masks in two successive steps. The encrypted channels are merged using IDWT2, 

generating a coloured encrypted image. The decryption is the inverse of the encryption process. We know that a colour image 

 of size  consists of three primary colour channels viz. RED, GREEN and BLUE. For simplicity, we assume the 

image size to be  . A general overview of this encryption and decryption process is as follows. As shown in fig.1, initially, the 

RED, GREEN and BLUE channels of the original image are segregated. Rests of the following operations are applied concurrently to 

these channels. Initially, the DWT2 operation is performed over each channel to give us: 

 

DWT2 {fi(x,y)},  1 ≤ i ≤ 3 

 

This distribution is encoded by the first CRPM (chaotic random phase mask) which is mathematically expressed as the phase function 

(i S1(x,y)) , where S1(x,y) is the random number sequence generated by the chaos function. The first 2-D FRT operation is then 

performed over to give us: 
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Where γ, δ are the fractional orders of the first 2-D FRT and * denote the element multiplication between two matrices of the same 

order. The resultant is encoded by the second CRPM which is mathematically expressed as the phase function  

where  is the random number sequence generated by the chaos function for a different seed value than the first CRPM. The 

second FRT operation is then performed over this to give us: 

 

F α,β  

 

where α,  are the fractional orders of the second 2-D FRT. Each channel is now operated with IDWT2 to produce R, G and B channel 

of the encrypted image g(x,y) as per the following formulae: 

 

I1 = g(x,y) = IDWT2  

 
 

 
Fig. 1: Encryption process using DWT2 in proposed algorithm 

 

The decryption process as shown in fig 2, is the inverse of the encryption process. The DWT2 operation is performed over g(x,y), the 

encrypted image, to give us: 

 
Fig. 2: Decryption process using IDWT2 in proposed algorithm 
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The first inverse FRT (of order -α,-β) is now applied and followed by a multiplication by conjugate of second CRPM, thus giving us: 

 

 
 

On the output obtained, the second FRT (of order -γ,-δ) is performed and then multiplied by the conjugate of first CRPM. The 

decrypted image from this outcome is now obtained by performing IDWT2 as follows: 

F’(x,y) =  

 

Proposed Algorithm for Image Encryption Decryption  

 

This algorithm uses DWT2 (The 2-dimensional discrete wavelet transform),  (The two dimensional fractional Fourier transform) 

in encryption process and IDTW2 (The 2-dimensional inverse discrete wavelet transform),  (The 2-dimensional inverse 

fractional fourier transform) in decryption process as per the general encryption and decryption schemes already discussed. Both of 

the random phase functions are generated as a 2-d sequence of random numbers and they are not chaos based in this algorithm. 

 

Computational complexity of encryption algorithm 

 

 Let the input image, I be of size N*N. Image encryption process involves following steps: 

 

1. Application of DWT2 on the primary color channels fi(x,y) of original image. 

2. Encoding by first random phase function. 

3. Application of first 2-D FRT. 

4. Encoding by second random phase function. 

5. Application of second 2-D FRT. 

6. Application of IDWT2 on the R, G and B channels obtained after step 6. 

 

In step 1, each of the primary color channels of original image is operated using DWT2, which is an O(N )algorithm. Thus step 1 takes 

O(N) time and produces an output image of size . Therefore, steps 2 to 6 are to be applied on a smaller sized image than the 

original. The computation of 2-D FRT of an image of size N*N is a  process [1]-[7]. Also, the generation of first 

and second random phase function is an  process. But now, as the image size for steps 2 to 6 has reduced to , 

 

(i) Step 2 takes  computation time. 

 

(ii) Step 3 takes  time. 

 

Similar to step 2 and 3, step 4 and 5 also take  and  computation time, respectively. Step 6 involves 

computation of inverse wavelet transform, which is also a  function. Therefore, the computation complexity of entire encryption 

plane is computed as follows: 

 

T ENCRYPTION =  

 

              =  

 

             =  

 

Computational complexity of decryption algorithm 

 

Image decryption process involves following steps: 

 

1. Application of DWT2 on the primary color components gi(x,y) of encrypted image. 

2. Application of 2-D inverse FRT. 
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3. Decoding by conjugate of second CRPM. 

4. Application of 2-D inverse FRT. 

5. Decoding by conjugate of first CRPM. 

6. Application of IDWT2 on the R, G, and B channels obtained after step 6. 

 

In step 1 , each of the primary color channels of encrypted image is operated using DWT2, which is an  algorithm. Thus step 1 

takes  time and produces an output encrypted image of size  . Therefore, steps 2 to 6 are again, to be applied on a smaller 

sized image than the original encrypted image. Computation of 2-D FRT of an image of size  is an 

process .Also, the generation of first and second random phase function is an  process. But now, as 

the input image size for steps 2 to 6 has reduced to  

 

(i). Step 2 takes  time. 

 

(ii). Step 3 takes  computation time. 

 

Similar to step 2 and 3, step 4 and 5 also take  and  computation time, respectively. Step 6 involves 

computation of inverse wavelet transform, which is also a  function. Therefore, the computation complexity of entire encryption 

plane is computed as follows: 

 

T DECRYPTION =  

 

              =  

 

             =  

 

Thus, the computational complexity of above algorithm is evaluated to:  

 

T total = T encryption + T decryption =  

 

Thus complexity is reduced from previous algorithm. 

 

Conclusion 

 

We have proposed an algorithm for image encryption and decryption and their performance has been analyzed, based on the 

computation time required by the algorithm. This algorithm works on a strategy that the data size (or image size) for encryption and 

decryption is reduced by a factor of 4 than the existing algorithms. For this purpose we have efficiently utilized the characteristic of 

the discrete wavelet transform. In another sense, we conclude that the proposed algorithm is very robust in nature. By this we mean 

that once we encrypt an image for a particular fractional order of FRT, decryption of this encrypted image is only possible, when the 

selected fractional order for decryption is exactly the suitable for decryption. This work can be extended for different formats of 

images. Efficient algorithms for computation of 2-D FRT, DWT2 ,I DWT2 AND 2-D inverse FRT may result in reduction of 

computation times of proposed algorithm. Algorithms, suitable for wireless environment may also be proposed. We may extend this 

work using other transformation methods also. 
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