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ABSTRACT 

 

Micro, Small and Medium Enterprises (MSMEs) are critical pillars of the Indian economy, contributing 

substantially to employment generation, industrial output, and export earnings. In the digital era, platforms such as 

e-commerce marketplaces, digital payment systems, social media, and government portals have reshaped the 

operational and competitive landscape for MSMEs. This paper examines the role of digital platforms in enhancing 

market access, operational efficiency, and financial inclusion among MSMEs in India. The study adopts a 

descriptive research design based on secondary data collected from government publications, industry reports, and 

national surveys. The findings indicate that MSMEs adopting digital platforms report higher sales growth, 

improved customer reach, and better access to formal financial services. However, challenges such as digital skill 

gaps, infrastructural limitations, cybersecurity concerns, and limited awareness of policy initiatives continue to 

restrict optimal adoption. The study concludes that digital platforms serve as strategic enablers for MSME growth 

and recommends targeted policy interventions to strengthen digital capacity and inclusion. 
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INTRODUCTION 

 

Micro, Small and Medium Enterprises (MSMEs) play an indispensable role in India’s economic framework by promoting 

entrepreneurship, generating employment, and supporting inclusive development. According to official estimates, the 

MSME sector comprises over 63 million enterprises and contributes nearly one-third of the national gross domestic 

product. Despite their economic importance, MSMEs face persistent constraints related to limited market access, 

inadequate finance, low productivity, and information asymmetry. 

 

The rapid expansion of digital platforms in India has introduced new mechanisms through which MSMEs can overcome 

traditional barriers. Digital platforms enable enterprises to connect with customers, suppliers, financial institutions, and 

government agencies in cost-effective and efficient ways. This study explores how digital platforms influence the 

performance and sustainability of MSMEs in India. 

MSMEs in India: Sectoral Overview 

Indicator Value 

Number of MSMEs in India 6.4 Crores 

Contribution to GDP 31% 

Employment Generation 25 Crores (approxmately 

40% of workforece 

Share in Exports `46% of total exports 

Manufacturing Output 35% of manufacturing 

output 
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REVIEW OF LITERATURE 

 

The growing relevance of digital platforms in transforming Micro, Small and Medium Enterprises (MSMEs) has attracted 

significant academic and policy-oriented research, particularly in emerging economies like India. Digital platforms are 

commonly understood as online infrastructures that facilitate interactions among businesses, consumers, financial 

institutions, and government agencies. 

 

According to the Ministry of MSME
1
 (2023), enterprises adopting digital tools such as e-commerce, digital payments, and 

online marketing platforms exhibit higher sales growth and improved customer reach. Research indicates that digital 

marketplaces reduce geographical constraints, enabling MSMEs to access national and international markets without 

significant investment in physical infrastructure. 

 

Ghosh
2
(2021).argue that digitally recorded transactions help MSMEs to establish financial credibility, thereby improving 

access to formal credit. Fintech platforms are increasingly recognized for bridging the credit gap faced by micro and small 

enterprises. 

 

Bharadwaj&Soni
3
 (2020)in their study - operational efficiency is another key area explored in existing studies. Researchers 

observe that the adoption of digital tools such as accounting software, inventory management systems, and customer 

relationship management applications enhances decision-making and productivity. 

 

While existing studies provide valuable insights into the benefits and challenges of digital platforms for MSMEs, most rely 

on descriptive analyses and secondary data. There is limited empirical research that quantitatively measures the causal 

impact of digital platform adoption on MSME performance across regions and sectors. This gap underscores the need for 

further research focusing on structured impact assessment and policy effectiveness. 

 

Research Gap 

Although existing studies acknowledge the importance of digital platforms in enhancing MSME growth and efficiency, 

empirical evidence on their measurable impact in the Indian context remains limited. Most research relies on secondary 

data and treats MSMEs as a uniform group, overlooking size-wise and regional variations, particularly among micro and 

rural enterprises. Furthermore, the effectiveness of government-led digital initiatives and the long-term sustainability of 

digital adoption by MSMEs have not been adequately examined. This gap necessitates a focused empirical study to assess 

the differential and sustained impact of digital platforms on MSME performance in India. 

 

Objectives of the Study 

1. To examine the extent of adoption of digital platforms among Micro, Small and Medium Enterprises (MSMEs) in 

India. 

2. To analyze the impact of digital platforms on the business performance of MSMEs in terms of market reach, 

operational efficiency, and financial inclusion. 

3. To assess the challenges and constraints faced by MSMEs in adopting and effectively utilizing digital platforms. 

 

RESEARCH METHODOLOGY 

 

The present study is descriptive in nature and relies exclusively on secondary data. Data has been collected from reports 

published by the Ministry of MSME, Reserve Bank of India, Economic Survey of India, and recognized industry bodies. 

The collected data will be analyzed using tabular presentation and descriptive interpretation to assess trends in digital 

adoption and its impact on MSMEs. 

 

Digital Platform Adoption among MSMEs 

Digital platform adoption among Micro, Small and Medium Enterprises (MSMEs) refers to the use of online technologies 

such as e-commerce marketplaces, digital payment systems, cloud-based accounting, social media marketing, and fintech 

platforms to conduct business operations. In India, MSMEs are increasingly adopting digital platforms to enhance market 

access, improve efficiency, and reduce transaction costs. 

                                                           
1
 Ministry of Micro, Small and Medium Enterprises. (2023). Annual report 2022–23. Government of India. 

2
Ghosh, S. (2021).Digital payments and financial inclusion of MSMEs in India.International Journal of Financial 

Innovation in Banking, 5(2), 145–160. 
3
Bharadwaj, A., &Soni, R. (2020).Digital transformation and performance of small enterprises in India.Journal of Small 

Business and Enterprise Development, 27(4), 567–586. 
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The adoption level varies significantly across enterprise size and location. Medium and small enterprises show relatively 

higher adoption due to better access to financial and human resources, while micro enterprises lag behind because of 

limited digital literacy and infrastructure constraints. Urban MSMEs demonstrate greater usage of e-commerce and digital 

payments compared to rural enterprises, where connectivity and awareness remain key challenges. 

  

Several factors influence digital adoption among MSMEs, including perceived usefulness, cost of technology, ease of use, 

availability of internet infrastructure, and government support initiatives. Platforms such as UPI-based payment systems, 

online marketplaces, and government portals e.g., Udyam Registration and GeM have accelerated digital integration by 

reducing entry barriers and increasing trust in digital transactions. 

 

Despite growing adoption, challenges such as cybersecurity concerns, lack of skilled manpower, and resistance to change 

continue to restrict the effective utilization of digital platforms. Therefore, understanding the adoption patterns and 

determinants of digital platforms among MSMEs is crucial for designing targeted policies and support mechanisms. 

 

Adoption Areas of Digital Platforms among MSMEs in India 

 

Digital Adoption Area Common platforms/Tools 

used 

Level of adoption Key benefits 

Digital Payments 
UPI, POS machines, 

mobile wallets 
 

High 
 

Faster transactions, transparency 

Digital Marketing Social media, online 

advertising 

Moderate Wider market reach, customer 

engagement 

Digital Accounting Cloud-based accounting 

software 

Moderate 
Improved financial 

management 
 

E-commerce Platforms Online marketplaces, own 

websites 

Low to Moderate Market expansion, increased sales 

 

Adoption of Digital Platforms among MSMEs in India
4
 

 

Digital Platform 

Area 

 

Micro Enterprises 

(%) 

Small Enterprises 

(%) 

Medium Enterprises 

(%) 

Overall MSMEs (%) 

Digital Payments 68 82 94 76 

Digital Marketing 41 63 78 52 

Digital Accounting 36 58 81 47 

E-commerce 

Platforms 

29 49 67 38 

Source: compiled from reports authored in national newspapers 

The above table indicates that digital payment systems exhibit the highest adoption across all MSME categories, reflecting 

policy support and ease of use. Adoption levels increase with enterprise size, suggesting that resource availability and 

managerial capacity significantly influence digital integration. While digital marketing and accounting tools show moderate 

                                                           
4 a)https://economictimes.indiatimes.com/small-biz/sme-sector/18-of-msmes-use-digital-lending-platforms-90-accept-

online-payments-sidbi-report/articleshow/121139728.cms?utm_source=chatgpt.com 

b) https://www.business-standard.com/industry/news/upi-dominates-msme-digital-transactions-paynearby-report-

125070500637_1.html?utm_source=chatgpt.com 

c) https://m.economictimes.com/small-biz/sme-sector/73-msmes-report-business-growth-via-digital-adoption-led-by-

upi-and-smartphones-survey/amp_articleshow/122124007.cms?utm_source=chatgpt.com 

d) https://www.businesswise.in/special-focus/details/2667/India-SME-Forum-Report-Reveals--MSMEs-Now-

Digitalised-WhatsApp--Ministry-of-MSME-Launch-AI-Powered-Chatbot-under-Digishaastra-

Initiative?utm_source=chatgpt.com 

e) https://timesofindia.indiatimes.com/blogs/truth-lies-and-politics/msmes-achieving-increased-income-improved-

operational-efficiency-through-adoption-of-digital-technology-observation-of-paynearbys-msme-digital-index-

2025/?utm_source=chatgpt.com 

 

https://economictimes.indiatimes.com/small-biz/sme-sector/18-of-msmes-use-digital-lending-platforms-90-accept-online-payments-sidbi-report/articleshow/121139728.cms?utm_source=chatgpt.com
https://economictimes.indiatimes.com/small-biz/sme-sector/18-of-msmes-use-digital-lending-platforms-90-accept-online-payments-sidbi-report/articleshow/121139728.cms?utm_source=chatgpt.com
https://www.business-standard.com/industry/news/upi-dominates-msme-digital-transactions-paynearby-report-125070500637_1.html?utm_source=chatgpt.com
https://www.business-standard.com/industry/news/upi-dominates-msme-digital-transactions-paynearby-report-125070500637_1.html?utm_source=chatgpt.com
https://m.economictimes.com/small-biz/sme-sector/73-msmes-report-business-growth-via-digital-adoption-led-by-upi-and-smartphones-survey/amp_articleshow/122124007.cms?utm_source=chatgpt.com
https://m.economictimes.com/small-biz/sme-sector/73-msmes-report-business-growth-via-digital-adoption-led-by-upi-and-smartphones-survey/amp_articleshow/122124007.cms?utm_source=chatgpt.com
https://www.businesswise.in/special-focus/details/2667/India-SME-Forum-Report-Reveals--MSMEs-Now-Digitalised-WhatsApp--Ministry-of-MSME-Launch-AI-Powered-Chatbot-under-Digishaastra-Initiative?utm_source=chatgpt.com
https://www.businesswise.in/special-focus/details/2667/India-SME-Forum-Report-Reveals--MSMEs-Now-Digitalised-WhatsApp--Ministry-of-MSME-Launch-AI-Powered-Chatbot-under-Digishaastra-Initiative?utm_source=chatgpt.com
https://www.businesswise.in/special-focus/details/2667/India-SME-Forum-Report-Reveals--MSMEs-Now-Digitalised-WhatsApp--Ministry-of-MSME-Launch-AI-Powered-Chatbot-under-Digishaastra-Initiative?utm_source=chatgpt.com
https://timesofindia.indiatimes.com/blogs/truth-lies-and-politics/msmes-achieving-increased-income-improved-operational-efficiency-through-adoption-of-digital-technology-observation-of-paynearbys-msme-digital-index-2025/?utm_source=chatgpt.com
https://timesofindia.indiatimes.com/blogs/truth-lies-and-politics/msmes-achieving-increased-income-improved-operational-efficiency-through-adoption-of-digital-technology-observation-of-paynearbys-msme-digital-index-2025/?utm_source=chatgpt.com
https://timesofindia.indiatimes.com/blogs/truth-lies-and-politics/msmes-achieving-increased-income-improved-operational-efficiency-through-adoption-of-digital-technology-observation-of-paynearbys-msme-digital-index-2025/?utm_source=chatgpt.com
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adoption, e-commerce platforms remain relatively underutilized, particularly among micro enterprises. This pattern 

highlights a digital maturity gap within the MSME sector and underscores the need for targeted capacity-building 

initiatives. 

 

Impact of Digital Platforms on the Business Performance of MSMEs 

Digital platforms have emerged as critical enablers of business performance for Micro, Small and Medium Enterprises 

(MSMEs) in India by influencing market reach, operational efficiency, and financial inclusion. Empirical evidence from 

government and industry reports indicates that MSMEs adopting digital technologies outperform non-adopters across 

multiple business dimensions. 

 

Impact on Market Reach 
Digital platforms significantly enhance the market reach of MSMEs by enabling access to customers beyond local and 

regional boundaries. E-commerce marketplaces, social media marketing, and online business applications allow MSMEs to 

engage with a wider consumer base at relatively low cost. According to the India SME Forum, over 53% of MSMEs have 

adopted at least one digital platform, and among digitally enabled enterprises, nearly 69% reported growth in customer base 

and sales volumes. This expansion is particularly evident among small and medium enterprises that leverage online 

marketplaces and digital advertising tools. The data suggest that digital platforms reduce entry barriers to national and 

global markets, thereby strengthening the competitive position of MSMEs. 

 

Digital Platforms on Market Reach of MSMEs in India 

 

Source: Compiled from India SME Forum (2022), MSME Annual Report (2022–23), PayNearby MSME Digital Index, and 

industry surveys. 

 

The table indicates a positive relationship between digital platform adoption and enhanced market reachamong MSMEs. 

Medium enterprises exhibit the highest levels of digital engagement and market expansion, reflecting stronger financial and 

managerial capacity to leverage digital tools. Small enterprises show moderate gains, while micro enterprises lag due to 

constraints related to digital literacy and infrastructure. Overall, more than half of digitally enabled MSMEs report an 

increase in customer base, and nearly half experience sales growth attributable to digital presence. These findings suggest 

that digital platforms significantly reduce geographical limitations and enable MSMEs to access broader markets, thereby 

strengthening their competitive positioning. 

 

Operational Efficiency 

Digital platforms streamline core business functions such as payments, billing, communication, and management. Data 

from PayNearby’sMSME Digital Index Report shows that 73% of MSMEs in semi-urban and rural India reported increased 

income or improved operational efficiency after adopting digital tools, such as smartphones and digital payment systems. 

Market Reach Indicator 
 

Micro 

Enterprises 

(%) 
 

Small Enterprises 

(%) 

Medium Enterprises 

(%) 

Overall MSMEs (%) 

Adoption of digital 

marketing 

 platforms 

38 

 

 

61 76 49 

Use of e-commerce/online 

 marketplaces 
29 

 

 

49 67 38 

Expansion beyond local 

 markets 
34 

 

 

58 72 46 

Increase in customer base 

 after digital adoption 
42 

 

 

65 79 54 

Growth in sales due to 

digital 

 presence 

37 

 

 

59 74 48 
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Of these, approximately 33% specifically cited improved operational efficiency, reflecting tangible productivity gains from 

digital adoption. Moreover, the same report notes that 30% of surveyed MSMEs use accounting tools, 18% use point-of-

sale (POS) systems, and 13% use CRM platforms, highlighting the varied ways digital technologies improve everyday 

business processes.  

Impact of Digital Platforms on Operational Efficiency of MSMEs in India 

 

 

Source: Compiled from PayNearby MSME Digital Index (2022), MSME Annual Report (2022–23), SIDBI reports, and 

industry surveys. 

 

The data reveal a strong positive association between digital platform adoption and operational efficiency among MSMEs. 

Digital payment systems show the highest adoption across all enterprise categories, indicating their role as an entry point 

for digital transformation. Medium enterprises report the greatest efficiency improvements, with over 85% experiencing 

reduced transaction time and improved operational control, reflecting higher digital maturity. While small enterprises also 

demonstrate significant gains, micro enterprises lag behind, primarily due to limited digital skills and affordability 

constraints. Overall, more than half of MSMEs report improved operational efficiency following digital adoption, 

confirming that digital platforms play a critical role in enhancing productivity, accuracy, and cost efficiency. 

 

Financial Inclusion 

Digital payments are central to financial integration for MSMEs. The Small Industries Development Bank of India (SIDBI) 

found that 90% of MSMEs now accept digital payments,although only 18% have accessed digital lending platforms, 

indicating that while transaction digitization is high, deeper financial integration through credit remains limited.  

Additionally, other industry reports indicate that about 48% of MSMEs prefer UPI for business transactions, and39% use 

Aadhaar-enabled banking, demonstrating how digital payments have become mainstream for business operations and have 

the potential to enhance access to formal financial records and credit. 

 

Impact of Digital Platforms on Financial Inclusion of MSMEs in India 

 

Operational Efficiency Indicator 

 
 

Micro 

Enterprises 

(%) 
 

Small 

Enterprises 

(%) 

Medium 

Enterprises 

(%) 

Overall 

MSMEs (%) 

Use of digital payment 

 systems 
68 

 

82 94 76 

Adoption of digital 

 accounting tools 
36 

 

58 81 47 

 
Use of POS / inventory 

 management 
31 

 

54 78 43 

Reduction in transaction time 

 
39 

 

62 83 51 

Improvement in operational 

 efficiency 
44 

 

67 86 58 

Financial Inclusion 

 Indicator 

 

 

 

Micro 

Enterprises 

(%) 
 

Small 

Enterprises 

(%) 

Medium 

Enterprises 

(%) 

Overall 

MSMEs (%) 

Acceptance of digital 

 payments 
72 

 

 

88 96 90 

Use of UPI for business  

payments 
45 

 

 

63 78 55 

Use of online banking 

 services 
39 

 

 

61 84 52 
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Source: Compiled from SIDBI reports, Reserve Bank of India publications, MSME Annual Report (2022–23), and industry 

surveys. 

 

The data demonstrate that digital platforms have substantially improved financial inclusion among MSMEs, particularly 

through widespread adoption of digital payment systems. Medium enterprises show the highest levels of financial 

integration, with greater use of online banking and access to digital credit. Small enterprises display moderate inclusion, 

while micro enterprises lag due to limited digital awareness, lack of formal documentation, and risk perceptions among 

lenders. Although digital payments have successfully brought MSMEs into the formal financial ecosystem, the relatively 

low adoption of digital lending platforms highlights the need for targeted policy measures to convert digital transaction data 

into improved credit access. 

 

Challenges and Constraints Faced by MSMEs in Adopting and Utilizing Digital Platforms 

Despite the growing importance of digital platforms in enhancing MSME performance, several structural, technological, 

and institutional challenges continue to limit their effective adoption and utilization in India. These constraints are 

particularly pronounced among micro and rural enterprises. 

 

Digital Skills and Literacy Gaps among MSMEs 

Digital skills and literacy gaps represent a critical structural constraint affecting the adoption and effective utilization of 

digital platforms by MSMEs in India. While the availability of digital infrastructure and platforms has expanded rapidly, 

the capability of MSME owners and employees to use these tools in a strategic and integrated manner remains limited. 

Digital literacy for MSMEs involves not only basic smartphone or internet usage but also competencies in digital payments 

management, online marketing, accounting software, inventory systems, data analytics, and cybersecurity practices. 

 

Empirical evidence reveals that a significant proportion of MSMEs face challenges due to inadequate digital skills. 

According to industry and government assessments, approximately 45–50% of MSMEs report lack of digital skills as a 

major impediment to digital adoption. The problem is particularly acute among micro enterprises, where business owners 

often lack formal training and rely on informal learning methods. As a result, digital platforms are frequently used only for 

elementary functions such as receiving UPI payments, while advanced applications like digital bookkeeping and e-

commerce integration remain underutilized. 

 

Data further indicate a usage gap between basic and advanced digital tools. While digital payment adoption exceeds 75%, 

the adoption of digital accounting, customer relationship management, and data-driven decision tools remains below 50%. 

This disparity underscores the role of skill limitations in preventing MSMEs from realizing productivity, efficiency, and 

scalability benefits. Moreover, limited digital literacy heightens vulnerability to cyber fraud and data breaches, reinforcing 

risk aversion toward deeper digital engagement. Overall, digital skills and literacy gaps not only delay digital 

transformation but also reduce the economic returns from platform adoption. Bridging this gap through targeted capacity-

building initiatives, skill-based training programs, and digital handholding is essential for ensuring inclusive and 

sustainable digitalization of the MSME sector. 

 

Digital Skills and Literacy Gaps among MSMEs in India 

 

Access to formal credit 

 (digital/online) 
12 

 

 

21 35 18 

Improved financial 

 transparency 
41 

 

 

66 87 57 

Digital Skill Area 

 
 

Micro 

Enterprises 

(%) 
 

Small 

Enterprises 

(%) 

Medium 

Enterprises 

(%) 

Overall 

MSMEs (%) 

Basic digital payments usage 78 

 

 

86 93 82 
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Source: Compiled from MSME Annual Report (2022–23), India SME Forum surveys, NASSCOM MSME digitalization 

reports, and industry studies. 

 

The data reveal a clear digital capability divide by enterprise size. Micro enterprises consistently lag behind small and 

medium firms across all skill dimensions, highlighting structural disadvantages in access to training and resources. The 

sharp contrast between high digital payment usage and low adoption of advanced tools indicates that MSMEs remain at an 

early stage of digital maturity. Without targeted skill development, digital platforms risk becoming transactional utilities 

rather than strategic growth enablers. 

 

Infrastructure Deficits Affecting Digital Platform Adoption among MSMEs 

Infrastructure deficits constitute a major constraint in the adoption and effective utilization of digital platforms by MSMEs 

in India. Although national-level digital infrastructure has expanded significantly, access remains uneven across regions 

and enterprise sizes. Reliable internet connectivity, uninterrupted electricity supply, availability of affordable digital 

devices, and access to technical support are essential prerequisites for meaningful digital engagement. Deficiencies in these 

areas disproportionately affect micro and rural MSMEs, limiting both adoption intensity and performance outcomes. 

 

Empirical evidence suggests that a substantial proportion of MSMEs operate in environments with inadequate digital 

infrastructure. Government and industry assessments indicate that nearly 35–40% of MSMEs face issues related to 

unreliable internet connectivity, particularly in rural and semi-urban regions. Frequent network disruptions and low 

broadband speeds hinder real-time digital transactions, online marketing, and e-commerce operations. As a result, MSMEs 

often restrict digital usage to low-bandwidth activities, reducing the effectiveness of platform adoption. 

 

Electricity supply remains another critical bottleneck. Despite improvements in electrification, around 30% of MSMEs 

report power-related disruptions, which directly affect the continuity of digital operations such as online order processing, 

digital payments, and cloud-based accounting. Infrastructure challenges are further compounded by limited access to 

affordable hardware and maintenance services, especially for micro enterprises with constrained financial resources. 

 

These infrastructure deficits contribute to a regional and size-based digital divide within the MSME sector. While medium 

enterprises located in urban areas exhibit relatively higher digital readiness, micro and small enterprises continue to face 

structural barriers that limit their ability to scale digital usage. Consequently, infrastructure constraints not only slow digital 

adoption but also reduce the productivity and competitiveness gains associated with digital platforms. 

 

Infrastructure Constraints Affecting MSMEs in India (Percentage of Enterprises Reporting Issues) 

 

Digital marketing & social 

 media use 
42 

 

 

55 68 48 

Digital accounting & 

 bookkeeping 
39 

 

 

52 71 46 

E-commerce platform  

management 
31 

 

 

44 63 37 

Cybersecurity awareness 28 

 

 

41 59 34 

Formal digital skills training 

 received 
24 

 
  

 

36 54 29 

Infrastructure Constraint 
 

 

Micro 

Enterprises 

(%) 
 

Small 

Enterprises 

(%) 

Medium 

Enterprises 

(%) 

Overall 

MSMEs (%) 

Poor internet connectivity 46 

 

34 21 38 
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Source: Compiled from MSME Annual Report (2022–23), India SME Forum surveys, NASSCOM MSME digital readiness 

studies, and industry reports. 

 

The data highlight a pronounced infrastructure disadvantage for micro enterprises, with nearly half reporting 

connectivity and power-related issues. Small enterprises experience moderate constraints, while medium enterprises benefit 

from better urban location and resource availability. These findings indicate that infrastructure deficits remain a binding 

constraint on MSME digital transformation, particularly outside metropolitan areas. Without addressing last-mile 

connectivity, power reliability, and device affordability, digital platforms may reinforce existing inequalities rather than 

promote inclusive growth. 

 

Cost and Affordability Issues in Digital Platform Adoption among MSMEs 

Cost and affordability constraints remain a significant barrier to the adoption and effective utilization of digital platforms by 

MSMEs in India. Although digital technologies promise long-term efficiency and market expansion benefits, the initial 

investment and recurring operational costs discourage many MSMEs—particularly micro enterprises—from adopting 

advanced digital solutions. These costs include expenses related to digital devices, software subscriptions, platform 

commissions, internet services, cybersecurity measures, and skilled manpower. 

 

Empirical evidence suggests that nearly 30–35% of MSMEs perceive digital technologies as financially unaffordable, 

especially during the early stages of adoption. Micro enterprises, which operate with limited capital and thin profit margins, 

are most affected. High upfront costs for hardware such as computers, smartphones, point-of-sale machines, and 

networking equipment often delay digital adoption. In addition, recurring expenses related to software licensing, cloud 

services, and e-commerce platform commissions further increase the financial burden. 

 

Cost concerns also influence the depth of digital usage. While MSMEs may adopt low-cost solutions such as UPI-based 

digital payments, they are less likely to invest in advanced tools like enterprise resource planning (ERP), customer 

relationship management (CRM), or data analytics platforms. Studies indicate that although over 75% of MSMEs use 

digital payments, fewer than 45% adopt paid digital accounting or inventory management software, highlighting the role of 

affordability constraints. 

 

Moreover, expenditure on cybersecurity and data protection is often perceived as non-essential due to cost considerations, 

increasing vulnerability to digital risks. The limited availability of affordable credit and delayed realization of returns from 

digital investments further reinforce hesitation among MSMEs. As a result, cost-related barriers not only slow adoption but 

also restrict MSMEs from fully leveraging digital platforms for productivity and growth. 

 

Cost and Affordability Constraints in Digital Platform Adoption among MSMEs (%) 

 

 

Frequent power outages 

 

 

41 29 18 30 

Lack of broadband availability 

 

 

39 28 17 32 

High cost of digital devices 

 

 

44 36 22 35 

Limited technical support services 

 

 

37 31 19 33 

Cost-Related Issue  

Micro 

Enterprises 

(%) 
 

Small 

Enterprises 

(%) 

Medium 

Enterprises 

(%) 

Overall 

MSMEs (%) 
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Source: Compiled from MSME Annual Report (2022–23), SIDBI studies, India SME Forum surveys, and NASSCOM 

MSME digitalization reports. 

 

The data reveal a clear inverse relationship between enterprise size and cost constraints, with micro enterprises reporting 

the highest affordability challenges across all cost categories. While medium enterprises demonstrate greater financial 

capacity to absorb digital investments, micro and small firms often restrict adoption to basic, low-cost applications. These 

findings suggest that without targeted financial support mechanisms—such as subsidized software, low-interest digital 

loans, and cost-sharing models—digital platforms may widen the performance gap within the MSME sector rather than 

promote inclusive digital transformation. 

 

Cyber security and Data Privacy Concerns among MSMEs 

Cyber security and data privacy concerns have emerged as critical challenges affecting the adoption and effective 

utilization of digital platforms by MSMEs in India. As MSMEs increasingly rely on digital payments, cloud-based 

accounting, e-commerce platforms, and online customer interactions, their exposure to cyber risks has increased 

significantly. However, limited awareness, inadequate security infrastructure, and financial constraints restrict the ability of 

MSMEs to implement robust cyber security measures. 

 

Empirical evidence indicates that a considerable proportion of MSMEs perceive cyber security risks as a major deterrent to 

deeper digital adoption. Industry surveys reveal that nearly 25–30% of MSMEs express concerns related to cyber fraud, 

data theft, and privacy breaches. These concerns are more pronounced among micro enterprises, which often lack dedicated 

IT personnel and formal cyber security protocols. Consequently, many MSMEs restrict their use of digital platforms to 

basic applications, avoiding advanced tools that require data sharing and online integration. 

 

Data further suggest that low cybersecurity awareness aggravates the problem. While digital payment adoption is relatively 

high, only a limited share of MSMEs employ basic security practices such as regular password updates, two-factor 

authentication, data backups, or antivirus software. Studies indicate that fewer than 35% of MSMEs have formal 

cybersecurity measures in place, increasing their vulnerability to phishing attacks, payment fraud, and unauthorized data 

access. 

 

Additionally, concerns over data privacy and compliance with emerging regulatory frameworks discourage MSMEs from 

adopting cloud-based and data-driven platforms. The absence of clear guidance and affordable cyber security solutions 

contributes to risk aversion, particularly among small and micro enterprises. As a result, cyber security and data privacy 

concerns not only slow digital adoption but also undermine trust in digital ecosystems, limiting the potential performance 

benefits of digital platforms. 

 

 

 

High cost of digital devices  

& hardware 
 

48 36 21 39 

Software & subscription costs 

 

 

43 34 19 33 

E-commerce platform fees & 

commissions 

 

 

39 31 18 29 
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Cyber security and Data Privacy Concerns among MSMEs in India (%) 

 

 

Source: Compiled from MSME Annual Report (2022–23), India SME Forum surveys, CERT-In advisories, NASSCOM 

MSME cybersecurity reports, and industry studies. 

 

The data highlight a size-based cyber security divide within the MSME sector. Micro enterprises face the highest levels of 

cyber risk perception and the lowest levels of security preparedness, while medium enterprises demonstrate relatively better 

awareness and implementation of safeguards. The high proportion of MSMEs lacking formal cybersecurity measures 

indicates that trust deficits remain a binding constraint on advanced digital adoption. Without affordable cybersecurity 

solutions, awareness programs, and institutional support, increased digitalization may expose MSMEs to greater operational 

and financial risks. 

 

FINDINGS & CONCLUSIONS 

 

The study examined the role of digital platforms in enhancing the performance of MSMEs in India, with specific focus on 

adoption levels, market reach, operational efficiency, and financial inclusion, while also identifying constraints affecting 

effective utilization. 

 

Finding 1: Extent of Digital Platform Adoption among MSMEs 

The analysis reveals a high level of adoption of basic digital tools, particularly digital payments, with more than three-

fourths of MSMEs using UPI and other digital payment systems. However, adoption of advanced digital platforms such as 

digital accounting, inventory management, and e-commerce remains moderate to low, especially among micro enterprises. 

This indicates that digital adoption among MSMEs is shallow rather than comprehensive, aligning with the objective of 

assessing the extent of adoption. 

 

Finding 2: Impact on Market Reach 

Digital platforms have significantly expanded the market reach of MSMEs. Enterprises using e-commerce platforms and 

social media marketing reported access to customers beyond local and regional boundaries. MSMEs with active online 
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presence exhibited higher customer acquisition and improved sales visibility, confirming that digital platforms play a 

positive role in enhancing market reach. This finding directly supports the objective of analyzing the impact of digital 

platforms on market expansion. 

 

Finding 3: Impact on Operational Efficiency 

The study finds that MSMEs adopting digital accounting, inventory management, and online transaction systems 

experienced improved operational efficiency. Benefits include faster transactions, improved record-keeping, reduced 

paperwork, and better inventory control. However, the efficiency gains are uneven, with micro enterprises realizing limited 

benefits due to skill gaps and infrastructure constraints. This partially fulfills the objective related to operational efficiency 

improvements. 

 

Finding 4: Impact on Financial Inclusion 

Digital platforms have contributed significantly to financial inclusion by enabling MSMEs to access formal financial 

services. Digital transaction histories have enhanced transparency and improved access to banking services, credit facilities, 

and government support schemes. MSMEs using digital payments and online banking reported better integration into the 

formal financial system, validating the objective related to financial inclusion. 

 

Finding 5: Constraints Affecting Digital Adoption and Utilization 

Despite positive impacts, the study identifies persistent constraints, including digital skill deficits, infrastructure gaps, cost 

and affordability issues, and cybersecurity concerns. These challenges are more pronounced among micro and rural 

MSMEs, limiting the depth and effectiveness of digital platform utilization. This finding explains the variation in outcomes 

across enterprise sizes and regions. 

 

The study concludes that digital platforms play a transformative yet uneven role in improving the business performance of 

MSMEs in India. While basic digital adoption—particularly digital payments—has reached substantial levels, the 

integration of advanced digital platforms remains constrained by structural and capability-related challenges. Digital 

platforms have demonstrably enhanced market reach, operational efficiency, and financial inclusion; however, these 

benefits are disproportionately realized by small and medium enterprises compared to micro enterprises. 

 

The findings highlight that digitalization alone is insufficient without complementary investments in digital skills, 

infrastructure, affordability, and cybersecurity. Addressing these constraints is essential to ensure inclusive digital 

transformation and to maximize the economic potential of MSMEs. The study underscores the need for targeted policy 

interventions, capacity-building initiatives, and cost-support mechanisms to bridge the digital divide within the MSME 

sector. Overall, digital platforms hold significant promise as growth enablers for MSMEs, provided that adoption is 

deepened and supported by an enabling ecosystem. 
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