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ABSTRACT

Hyperledger Fabric is an enterprise-grade permissioned distributed ledger framework. Hyperledger Fabric
differentiates itself from other Blockchain system with private and permissioned network. Developed by Linux
Foundation, any entity can enroll through its trusted Membership Service Provider (MSP). Hyperledger Fabric is a
modular blockchain framework that acts as a foundation for developing blockchain based products, solutions, and
applications using plug-and-play components that are aimed for use within private enterprises. Our focus is on
developing a modular architectural framework for enterprise-class distributed ledgers. This includes identifying
common and critical components, providing a functional decomposition of an enterprise blockchain stack into
component layers and modules, standardizing interfaces between components, and ensuring interoperability
between ledgers.
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INTRODUCTION

Hyperledger Fabric is a modular blockchain framework that acts as a foundation for developing blockchain-based
products, solutions, and applications using plug-and-play components that are aimed for use within private enterprises.
Our focus is on developing a modular architectural framework for enterprise-class distributed ledgers. This includes
identifying common and critical components, providing a functional decomposition of an enterprise blockchain stack into
component layers and modules, standardizing interfaces between components, and ensuring interoperability between
ledgers.
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Figure: 1
LITERATURE SURVEY

The introduction of blockchain technology came as a result of mistrust in the traditional model of transaction handling, as
stated by Satoshi Nakamoto the inventor(s) of Bitcoin; "Commerce on the internet has come to rely almost exclusively on
financial institutions serving as trusted third parties to process electronic payments" [2]. Bitcoin initiated the rise of
popularity surrounding the blockchain technology by introducing a decentralized, distributed, and transparent ledger
technology that can maintain itself. Although not without faults, the technology is promising. In the subsequent years,
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interests in blockchain technology grew, with more and more institutions trying to find possible uses for the technology
outside of crypto currencies. Blockchain technologies are now not limited to Financial technologies. [6]. Many of the areas
mentioned that want to incorporate blockchain have specific requirements that public blockchains are not able to meet,
specifically the transparency and the membership control. In cases where privacy in some form and the control of access to
the network are required, simple public blockchains are not sufficient. From their research to find solutions to these
problems, IBM has managed with the cooperation with the Linux Foundation, to start development of a permissioned based
blockchain [7]. These types of blockchain are becoming more popular with enterprises as they provide membership control,
privacy, and a central governing entity. The properties that were so popular with public blockchains are still in use,
permissioned blockchains are decentralized and distributed, but with the addition of a network administrator that can
manage membership control and access control. Decentralization in permissioned blockchains has different properties than
in public blockchains, which do not have a governing entity, and all processes are done peer-to-peer. In permissioned
blockchains a central governing entity is present, in order to maintain membership control and ledger control, the
processing and handling of data is done similarly to the public blockchains, and can, as a result, be described as
decentralized. 3 These properties will inturn reinstate a form of trust between the network members, compared to the non-
trust environment of public blockchains. The decentralized and distributed manner of blockchain would strengthen network
resiliency and data storage, at the same time, the permissioned nature of a permissioned blockchain would enable
membership control and limit the attack surface. The capabilities of the blockchain network enable the data stored to be
auditable and trustworthy due to the hashing processes undergone in the network. This thesis specifically focuses on the
implementation of a permissioned blockchain with the use of the Hyperledger Fabric framework, to fulfill the requirements
of privacy, security and network availability, the CIA-triad will be set as a requirement that the blockchain .

HYPERLEDGER FABRIC WORKING ARCHITECTURE

Traditional blockchain networks can’t support private transactions and confidential contracts that are of utmost
importance for businesses. Hyperledger Fabric was designed in response to this as a modular, scalable and secure
foundation for offering industrial blockchain solutions.

Hyperledger Fabric is the open-source engine for blockchain and takes care of the most important features for evaluating
and using blockchain for business use cases.

Within private industrial networks, the verifiable identity of a participant is a primary requirement. Hyperledger Fabric
supports memberships based on permission; all network participants must have known identities. Many business sectors,
such as healthcare and finance, are bound by data protection regulations that mandate maintaining data about the various
participants and their respective access to various data points. Fabric supports such permission-based membership.
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Figure: 2
The modular architecture of Hyperledger Fabric separates the transaction processing workflow into three different
stages: smart contracts called chain code that comprise the distributed logic processing and agreement of the system,
transaction ordering, and transaction validation and commitment. This segregation offers multiple benefits:

e Areduced number of trust levels and verification that keeps the network and processing clutter-free
e Improved network scalability
o  Better overall performance

Additionally, Hyperledger Fabric’s support for plug-and-play of various components allows for easy reuse of existing
features and ready-made integration of various modules. For instance, if a function already exists that verifies the
participant’s identity, an enterprise-level network simply needs to plug and reuse this existing module instead of building
the same function from scratch.

The participants on the network have three distinct roles:
e Endorser
e Committer
e Consenter

In a nutshell, the transaction proposal is submitted to the endorser peer according to the predefined endorsement policy
about the number of endorsers required. After sufficient endorsements by the endorser(s), a batch or block of transactions
is delivered to the committer(s). Committers validate that the endorsement policy was followed and that there are no
conflicting transactions. Once both the checks are made, the transactions are committed to the ledger.
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SMART CONTRACTS IN HYPERLEDGER FABRIC
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A smart contract in Hyperledger Fabric is a program, called chaincode. Chaincode can be written in Go, JavaScript
(node.js), and eventually other programming languages such as Java that implement a prescribed interface. Chaincode runs
in a secured Docker container isolated from the endorsing peer process. Chaincode initializes and manages the ledger state
through transactions submitted by applications. A chaincode typically handles business logic that members of the network
have agreed to. The state created by a chaincode is scoped exclusively to that chaincode and can’t be accessed directly by
another chaincode. However, with the appropriate permission, a chaincode in the same network can invoke another
chaincode to access its state. There are two different types of chaincode to consider: * System chaincode ¢ Application
chaincode System chaincode typically handles system-related transactions such as lifecycle management and policy
configuration. However the system chaincode API is open for users to implement their application needs as well.
Application chaincode manages application states on the ledger, including digital assets or arbitrary data records. A
chaincode starts with a package that encapsulates critical metadata about the chaincode, including the name, version, and
counterparty signatures to ensure the integrity of the code and metadata. The chaincode package is then installed on the
network nodes of the counterparties. An appropriate member of the network (as controlled by policy configuration)
activates the chaincode by submitting an instantiation transaction to the network. If the transaction is approved, the
chaincode enters an active state where it can receive transactions from users via client-side applications. Any chaincode
transactions that are validated are appended to the shared ledger. These transactions can then modify the world state
accordingly. Any time after a chaincode has been instantiated, it can be upgraded through an upgrade transaction. Using
Chaincodes to Develop Business Contracts and Decentralized Applications There are generally two ways to develop
business contracts for Hyperledger Fabric:

* To code individual contracts into standalone instances of chaincode.

* To use one chaincode to handle all contracts (of certain types) and have it expose APIs to manage lifecycle of
those contracts. This second approach is probably more efficient. Using Chaincodes to Define and Manage Assets
Users of Hyperledger Fabric can also use chaincode to define assets and the logic that manages them. 11 In most
blockchain solutions, there are two popular approaches to defining assets:

* The stateless UTXO (unspent transaction output) model, where account balances are encoded into past
transaction records.

* The account model, where account balances are kept in state storage space on the ledger Each approach has
benefits and drawbacks. Hyperledger Fabric does not require one over the other. Instead, it ensures that both
approaches are easy to implement.

LIMITATIONS

We limit the focus of this thesis to a permissioned blockchain based on the Hyperledger Fabric framework, specifically
version 1.2. The variety of permissioned blockchains has grown over the years, but due to time and resource constraints, we
cannot test all to find the most suitable. The environment of the project and application are limited due to our resource and
time constraints. We have tried to create an environment that is as realistic as we can manage. The performance tests are
based on the Hyperledger Caliper testing framework developed to support benchmarking and performance testing of
Hyperledger frameworks; this causes the metrics of the performances to be limited to the provided metrics of Caliper. Due
to Hyperledger Fabric being relatively new and still under development, issues arose throughout the lifecycle of this
project. The documentation of the framework is quite complicated and continuously under construction, requiring some
time to understand the development process and implementation. The lack of documentation on a remote deployment of a
Hyperledger fabric blockchain and the abstract error messages were quite demanding and time-consuming. Additional tools
provided by Hyperledger Fabric that we used early in the project for development were later deprecated, causing us to re-
implement the whole project

CONCLUSION

This paper explores the modular architecture used by all Hyperledger projects and looked at the different ways smart
contracts can be implemented within this modular framework.
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