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ABSTRACT

Over the last few years, the rise of Artificial Intelligence (Al) has cast a light on reshaping the way higher
education institutions operate. In recent years, the advent of Artificial Intelligence (Al) has seemed to be a game-
changer in the world of higher education, impacting everything from teaching and learning, research,
assessment, to the governance of institutions. Al-driven tools, such as generative Al, intelligent tutoring systems,
learning analytics, adaptive learning platforms, and automated administrative tools, have the potential to make
a dramatic impact on enhancing personalized learning, boosting student engagement, streamlining the
operation, and aiding in evidence-based decision making.*

It examines the important legislative and policy developments and their impact on higher education governance,
namely, the European Union Al Act, the UNESCO Recommendation on the Ethics of Artificial Intelligence
(2021), OECD Al Principles, the Council of Europe Framework Convention on Artificial Intelligence and the
Indian Government's Digital Personal Data Protection Act, 2023. It is important to ensure that the use of Al is
balanced and regulated in an appropriate way, in a manner that is centred on the human, and is risk-based, as
this will ensure that the benefits of Al are maximised in education, whilst protecting the fundamental rights,
freedom ofzacademic research, transparency, fairness, and the integrity of the higher education system in the
long term.
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INTRODUCTION

Acrtificial Intelligence (Al) has been acknowledged as one of the most important technological advancements of the
twenty-first century with its impact on higher education. The impact of Artificial Intelligence (Al) on higher education
is one of the most significant, and there is no denying that. Al-driven technologies such as generative Al, intelligent
tutors, adaptive learning systems, learning analytics, automated assessment systems, and virtual assistants are reshaping
the landscape of education. In the realm of higher education, universities and higher education institutions are
integrating Al technologies into their classrooms to provide students with a more personalised experience, boost
engagement, streamline administrative operations, aid research and analysis, and inform strategic decisions.®

These developments also reflect the overall goals of digitalization in the field of education and can support in
enhancing the accessibility, quality, and efficiency of higher education globally. While these are all exciting
developments, there are equal ethical, legal, and governance concerns. These concerns have been expressed by
educators, policymakers and researchers with regards to academic integrity, plagiarism, algorithmic bias, data privacy,
algorithmic transparency, algorithmic accountability, cyber security, and IP rights. With the swift rise of generative Al
tools, the issue of integrity in assessments, authorship and responsible use of Al in education has become more
pronounced.

1 UNESCO, Recommendation on the Ethics of Artificial Intelligence (UNESCO 2021).

Z Organisation for Economic Co-operation and Development (OECD), OECD Principles on Artificial Intelligence
(OECD Publishing 2019).

® European Parliament and Council, Regulation (EU) 2024/1689 Laying Down Harmonised Rules on Artificial
Intelligence (Artificial Intelligence Act) [2024] OJ L1689.
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LITERATURE REVIEW

The growing integration of Artificial Intelligence (Al) as a part of Higher Education (HE) has received a lot of
scholarly interest on its capacity to revolutionize teaching and learning, assessment, and institutional governance. Initial
studies largely concerned intelligent tutoring systems and adaptive learning technologies, demonstrating the potential of
Al to customize learning experiences and offer individualized learning assistance based on individual student
responses. Recent developments in machine learning, natural language processing, and generative Al have greatly
broadened and extended these capabilities such as flowing back, creating content, predictive analytics, and virtual
learning support. Al studies continuously allude to the improvement of student engagement, better learning results, and
mitigated tiresome educational and managerial duties for teachers. Consistently, research points to Al's influence on
greater student engagement, learning outcomes, and decreased administrative workload for educators by tackling
repetitive academic and administrative tasks.*

The potential of generative Al platforms to foster transformation in higher education is also highlighted in
contemporary literature. These technologies are said to aid academic writing, research or learning support, curriculum
development, and multilingual learning, and foster students' access in multilingual settings with various learning needs.
But, at the same time, excessive use of Al-created content can erode critical thinking skills, creativity, and
independence in problem-solving processes. There has been considerable discussion of algorithmic bias, transparency,
explainability, and accountability have become key issues in discussions about responsible uptake of Al. Plus, concerns
about data security, intellectual property, academic honesty, plagiarism, and access disparity in the world of Al are
ongoing problems at these institutions across the globe. °

Research on policy, called policy-oriented, calls for integrating a complete governance system consisting of both
innovation and ethical responsibility. UNESCO and OECD recommended an approach to Al that centres on human
values, defined as principles of being human-cantered, transparent, fair, and accountable, for education. The
implications are clear in the Indian context, for instance, the National Education Policy (2020), the Digital Personal
Data Protection Act 2023, and the new strategies being developed for Al. The global literature suggests that, while Al
offers unparalleled opportunities to enhance the quality of education and the effectiveness of educational institutions, its
capacity to deliver these benefits is dependent on strong ethical protections, adequate regulations, digital literacy, and
ongoing capacity development for both teachers and learners.

RESEARCH METHODOLOGY

The study employs a doctrinal, qualitative and comparative research methodology to explore the opportunities, ethical
issues, and policy implications for Artificial Intelligence (Al) in Higher Education. The study mainly depends on the
secondary data sources such as peer reviewed journals, books, conference proceedings, government reports, policy
documents, institutional guidelines and publications from various international organizations like UNESCO, OECD,
European Union, World Bank, etc.®

Further, pertinent legislation such as the National Education Policy (NEP) 2020, the Digital Personal Data Protection
Act 2023, the Information Technology Act 2000 and the European Union Al Act are studied to assess the current
regulatory landscape of the use of Al in higher education. The literature is systematically reviewed, and key themes,
current trends, and gaps in the field of Al in teaching, learning, assessment, and academic administration are identified.
Thematic analysis is used to interpret the data collected by assigning themes to different dimensions such as the
educational opportunities, ethical concerns, legal issues, governance mechanisms, and policy interventions. A
comparative method is also used to explore the institutional structures and governments of Al introduced by select
jurisdictions including India, the European Union, the United States, the United Kingdom, Australia, Singapore and
China.

This comparison helps identify international best practices that could be used to develop policies in the future. In
addition to the research, the development process includes policy analysis, which assesses the impact of current
educational and regulatory approaches to ensure responsible and ethical use of Al in universities. Specific topics of
importance include quality of learning, privacy and security of data, transparency, accountability, inclusivity and digital
equity. The methodology combines instructional policy lenses with legal analysis to offer an in-depth perspective on the
opportunities and difficulties of the use of Al in higher education. The results are likely to be helpful for the

* UNESCO, Recommendation on the Ethics of Artificial Intelligence (UNESCO 2021).

® OECD, OECD Principles on Atrtificial Intelligence (OECD 2019).

® European Parliament and Council, Regulation (EU) 2024/1689 Laying Down Harmonised Rules on Artificial
Intelligence (Artificial Intelligence Act) [2024] OJ L.
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development of evidence-based recommendations by policymakers, schools and universities, teachers and regulatory
bodies for creating responsible, transparent and sustainable teaching and learning environments with Al assistance.’

DISCUSSIONS

4.1 Evolution of Artificial Intelligence in Higher Education

Educational technology has witnessed this trajectory of the development of Artificial Intelligence (Al) in higher
education, which has continuously introduced innovations and transformed teaching and learning. Initially, Al in the
1960s and 1970s was used primarily for computer assisted instruction (CAIl), and rule-based experts’ systems — which
operated by following a series of guidelines. In the 1960s and 1970s, the early uses of Al in education were mainly
computer-based or rule-based expert systems, to automate basic educational tasks. In the 1980s and 1990s, intelligent
tutoring systems (ITS) appeared allowing for personalised instruction based on the intervention of adaptive feedback
and the learner modelling. ®

These systems relied on the formula use of a knowledge base that would be prepared in advance to evaluate the
student's performance and develop his/her specific learning trajectories. While still very rudimentary to date due to the
constraints of real-time application of Al and lack of necessary data sets, the uses of Al at this early stage laid the
groundwork for technology-backed learning and illustrated how Al can assist teachers and students. In the twenty-first
century Al usage in higher education accelerated rapidly as a result of the advent of immense growth in digital
technologies, cloud computing, big data analytics, and machine learning.®

Learning management systems, predictive analytics, natural language processing and automated administrative
functionalities were increasingly being adopted by universities as a part of their academic workflows. The predictive
power of Al-powered learning analytics gave educators the necessary data insights to better understand student
engagement, attendance, learning styles, and performance—then to proactively determine if a student might be at-risk
and intervene promptly before it was too late. Meanwhile, the development of speech recognition and computer vision
technologies made the learning process more user friendly to Hwasong disabled people and more accessible for
disabled learners, and the development of data mining technology enabled detailed statistical analysis for obtaining
information on learning behaviour.

4.2 Al Applications in Teaching and Learning

The introduction of Artificial Intelligence has given birth to a major revolution in the area of teaching and learning,
where lessons are personalised, adapted, and interactive. Al-based adaptive learning platforms assess student learning
processes, performance, and cognitive levels to provide personalized learning experiences, assessments, and feedback.
System of intelligent tuition is either individual tutoring system, which can analyse the character of learning difficulties
and guide the learners to adapt to the necessary learning resources. These technologies can enhance student
engagement, boost retention of what they learn, and assist students in a variety of different learning styles, and result in
increased academic achievement throughout various learning styles.*®

Al-powered virtual teaching assistants and chatbots work in tandem with the students, helping them to answer common
queries, leverage course details, and offer academic support at any point in time, easing the workload of academic staff.
In higher education, Al has revolutionized the way in which assessment and evaluation are handled. In higher education
institutions, Al has revolutionized the assessment and evaluation processes. Using automated grading systems,
educators can spend more time on higher order teaching activities and effectively grade objective exams, programming
homework, and selected written responses. Learning analytics platforms track student attendance, engagement, task
completion, and test results to currently help forecast student achievement, or the likelihood of dropping out.

These methods are data-informed and facilitate early support to academics and evidence-based decision making by the
institutional level. Moreover, technologies for plagiarism check and content-authentication support universities to
ensure a share of academic integrity amidst the emerging trend of generative Al technologies in academic writing and
research. In educational development, Al is vital for curriculum creation, research, and organizational management,
besides its use in the classroom. Generative Al tools make teaching material, lesson plans, quizzes, simulations,
multilingual1 educational resources, and research summaries possible, enabling lessons to be more efficient and
accessible.

" Government of India, National Education Policy 2020 (Ministry of Education 2020).

® European Parliament and Council, Regulation (EU) 2016/679 (General Data Protection Regulation) [2016] OJ
L119/1.

® Council of Europe, Framework Convention on Atrtificial Intelligence, Human Rights, Democracy and the Rule of Law
(2024).

1% Government of India, Digital Personal Data Protection Act, 2023 (Act No. 22 of 2023).

! Government of India, Information Technology Act, 2000 (Act No. 21 of 2000).
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4.3 Opportunities of Artificial Intelligence in Higher Education

Artificial Intelligence (Al) has the potential to revolutionise the higher education sector by improving Quality,
Accessibility, Efficiency and Inclusivity in teaching and learning. One of the most important things that it has done is
the capability to give personalised learning experiences by using adaptive learning platforms and intelligent tutoring
systems. These technologies examine students' learning behaviours, academic growth and personal requirements, and
provide personalised material, evaluations, and generating. This individualized teaching supports, enables, and
promotes multiple learning styles, independent learning, deepens student interest and enables students to learn change
with improved results. *2

The use of Al-driven virtual assistants and chatbots further enhances the student experience by delivering immediate
academic support, course guidance and administrative assistance, while shortening response times and improving the
quality of services provided by the institution. Al's ability to leverage high-level data analytics and automation also
enhances institutional management and decision-making. Al is now being widely used within universities to improve
the admissions process, enrolling students, course scheduling, resource allocation, financial management, and other
student service functions. Learning analytics allows teachers or administrators to track students’ demise and helps them
take instructions before it is too late, taking into account a customised mentoring programme.

4.4 Artificial Intelligence and Academic Research

The transformation of academic research by Artificial Intelligence is remarkable, as its efficiency, realism, and range of
application is changing scientific studies as a whole. Al-powered technologies can sift through vast amounts of both
structured and unstructured information, uncover intricate patterns, and derive insights that are hard to come by through
traditional research tactics. Automated literature review, systematic reviews, bibliometric and meta-analyses have been
facilitated by the use of machine learning algorithms, natural language processing and data mining methods, which
have enabled selection of relevant publications and identification of key results and new research trends. These
capabilities can drastically shorten the time taken to achieve evidence synthesis and enhance thorough and information-
based research outcomes. **

Al improves research design and experimentation, as well as data analysis. In medicine, engineering, law,
environmental science research, and the social sciences researchers use Al to create predictive modelling, statistical
analyses, image recognising and simulation and generating hypotheses. Generative Al tools support research
productivity by helping to draft research proposals, summarise academic literature and to improve academic language
and structure references. Moreover, Al can enable interdisciplinary collaboration by interlinking various datasets and
data exchange within and across different academic fields and geographical areas. Al-driven research management
systems are collectively used by universities and research institutions for various purposes, such as tracking research
output, identifying funding opportunities, assessing impact, and enhancing innovation ecosystems. **

4.5 Ethical Challenges of Al in Higher Education

Acrtificial Intelligence (Al) has introduced significant ethical challenges that accompany its growing integration into
higher education. While Al enhances teaching, learning, research, and institutional administration, it also raises
concerns regarding fairness, accountability, transparency, privacy, and academic integrity. Al systems rely heavily on
large datasets that may contain historical biases or incomplete information, resulting in discriminatory outcomes in
student admissions, grading, scholarship allocation, and academic advising. The increasing use of generative Al tools
further complicates issues of authorship, originality, and plagiarism, making it difficult for educators to distinguish
between genuine student work and Al-generated content. Consequently, higher education institutions must establish
clear ethical standards governing the responsible use of Al in academic activities.*®

Another major ethical concern relates to the protection of personal data and the preservation of individual autonomy.
Al-powered learning management systems, adaptive learning platforms, and learning analytics continuously collect and
analyse sensitive student information, including academic performance, behavioural patterns, and online interactions.
Inadequate safeguards may expose this information to unauthorised access, surveillance, or misuse, undermining
students' privacy and trust. Moreover, many Al models operate with limited explainability, making it difficult for
students and educators to understand how automated decisions are reached or to challenge potentially biased outcomes.
Therefore, universities should adopt ethical Al governance frameworks that emphasise transparency, human oversight,
accountability, inclusiveness, and respect for fundamental rights. By integrating these principles into institutional
policies and educational practices, higher education institutions can promote responsible Al innovation while
safeguarding academic freedom, educational equity, and public confidence in Al-enabled teaching and learning.

12 Ministry of Education, Government of India, National Education Policy 2020 (2020).

3 University Grants Commission, Guidelines on the Ethical Use of Artificial Intelligence in Higher Education (2024).
14 Russell Stuart and Peter Norvig, Artificial Intelligence: A Modern Approach (4th end, Pearson 2021).

15 Luciano Floridi and Josh Cowls, ‘A Unified Framework of Five Principles for Al in Society' (2019) 1 Harvard Data
Science Review.
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4.6 Privacy, Data Protection and Cybersecurity Issues

Higher education institutions in particular have significantly wider stores of, handled and analysed data generated by
their students, faculty and institutions as Al has become ever-more-involved in academia. The personal data, such as
academic records, behaviours, attendance, biometric information, and online interactions, that are collected are
continuously generated and stored in learning management systems that use artificial intelligence, learning platforms,
online assessment tools and learning analytics. In addition to the benefits of supporting personalised learning and
institutional decision-making processes, such technologies also have significant implications for privacy, data
protection, and informed consent.™®

Universities should ensure that personal data is gathered for a lawful educational purpose, it is handled transparently
and that it is not accessed by anyone for whom it has not been gathered. Ensuring students' and academic staffs' rights
are protected is essential to ensure compliance with the legal frameworks that have been established, such as the
European Union Al Act, the General Data Protection Regulation (GDPR), and the Indian Digital Personal Data
Protection Act, 2023. '

Table 1. Privacy, Data Protection and Cybersecurity Issues in Higher Education

Issue Description Institutional Impact Recommended Measures
. Collection and processing of Risk of privacy Data minimisation and informed
Data Privacy L
student data violations consent
Data Protection Storage of _personal énd Unauthorls_e d access and Encryption and access controls
academic records misuse
Cybersecurity Pro_tectlon of digital Data breaches and Multi-factor a_uthentl_catlon and
infrastructure ransomware security audits
. Monitoring of student Ethical and legal Transparent governance and
Al Surveillance 2 )
activities concerns oversight
Research Data Protection of confidential Secure cloud infrastructure and
. Intellectual property loss
Security research backups
Legal Compliance Complle}nce with Al and Regulatory penalties Regular compllar_]ce reviews and
privacy laws audits

4.7 Academic Integrity, Plagiarism and Generative Al

Academic writing, academic assessment and academic research in higher education has been dramatically changed by
the ubiquitous access to generative Al technologies. In seconds, artificial intelligence can create essays, research
summaries, computer code, presentations, and other academic pieces of work. These tools can provide significant
assistance in the learning and productivity process. These technologies are useful in increasing efficiency and
supporting individual learning, but also present major problems for academic integrity. Students can end up using Al
content without applying their own critical thinking skills or citing the Al source, which is considered unethical.*®

Students can use too much Al-generated content without applying their ideas and showing proper recognition for the
source of Al. These issues give rise to problems with originality, authenticity, authorship and fairness in academic
assessment, and pose a challenge to conventional definitions of academic dishonesty in the age of generative Al

Table 2. Academic Integrity Challenges Associated with Generative Al

Recommended Institutional

Potential Risk
Response

Challenge Impact on Higher Education

Al-Generated

5 Academic misconduct
Assignments

Reduced originality Mandatory Al-use disclosure

Unauthorised use of Loss of academic | Updated plagiarism and integrity

Plagiarism generated content credibility policies
Assessment Authenticity Difficulty vernfymg student Unfair evaluation Authentic and competency-based
learning assessments
—_ Inaccurate or fabricated . Human verification and fact-
Al Hallucinations . . Poor research quality .
information checking

18 \Wayne Holmes, Maya Bialik and Charles Fadel, Artificial Intelligence in Education: Promises and Implications for
Teaching and Learning (Centre for Curriculum Redesign 2019).
7 Rose Luckin, Machine Learning and Human Intelligence (UCL IOE Press 2018).

'8 Neil Selwyn, Should Robots Replace Teachers? Al and the Future of Education (Polity Press 2019).
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Authorship and Unclear ownership of Al- | Intellectual property Clear citation and attribution
Attribution assisted work disputes guidelines

Ethical Al Use Misuse of generative Al tools Erosion of academic | Al literacy training and ethical
values governance

4.8 Bias, Fairness and Explainability of Al Systems

Artificial Intelligence (Al) systems are becoming an essential part of higher education, assisting in student selection,
evaluation, creating dynamic learning environments, learning analytics, advising students, and administrative decision-
making. While Al systems offer many advantages, they can also suffer from algorithmic bias that can lead to unjust or
discriminatory results. Martin of the Mitchells can acknowledge bias can come from unrepresentative training sets,
poor algorithmic design, past inequities, or human bias in data. Bias may be found in unrepresentative training sets,
poor algorithmic design, historical inequities, or human bias in data as does Martin of the Mitchells acknowledge. *°

Al systems, for instance, may cause unintentional bias in admissions and scholarship programs based on historical data
patterns of discrimination which may favour or disadvantage applicants from certain socio-economic backgrounds,
genders, ethnic groups or regions. Likewise, when predictive analytics is relied upon to identify learners who are
academically at-risk, an incomplete and/or biased dataset can cause inaccurate classifications of learners, and create
inequitable educational opportunities. The consequences such outcomes have on equality, inclusiveness, and non-
discrimination — hallmarks of higher education — are detrimental. Fairness has thus become an intrinsic aspect of Al
governance that is responsible. It is imperative that universities adapt Al systems in a clear, fair, and responsible way,
adhering to the principles of respect for the rights and dignity of all learners and educators.

To achieve fairness in Al, continuous testing to ensure that the system is not producing discriminatory results, using
diverse and representative training datasets, having independent algorithmic audits, and monitoring Al throughout its
algorithms' deployment lifecycle are crucial. While Al can provide valuable support, it is important to remember that
human oversight is still required with programs that involve areas of admissions and grades, hiring, disciplinary
actions, and student well-being.?

1. Legal Framework Governing Al in Higher Education

Governments and international organisations have turned their attention to legal and regulatory measures that will allow
Al technologies to be used in a responsible, ethical and fundamental human rights-based manner. Al applications in
universities and research institutes are regulated by various international conventions, laws and policies on Al, as well
as regional and national frameworks; while only a small humber of countries have introduced Al-specific legislation.
These frameworks cover aspects related to privacy, data protection, transparency, accountability, academic integrity,
cybersecurity, intellectual property and human oversight. Compliance is critical in Higher Education, where Al systems
manipulate vast amounts of personal and academic information, impacting admissions, evaluation, learning analytics,
research, and management. %!

Globally, there are some powerful documents to inform responsible Al governance. The United Nations Educational,
Scientific and Cultural Organization (UNESCO) Recommendation on the Ethics of Artificial Intelligence (2021) sets
forth universal ethical guidelines based on the fundamental values of human rights, fairness, transparency,
accountability, sustainability and inclusiveness. The OECD Al Principles (2019) are aimed at boosting trustworthy Al,
focusing on human-centred values, robustness, security, explainability and responsible innovation. The Council of
Europe Framework Convention on Artificial Intelligence, Human Rights, Democracy and the Rule of Law (2024) is the
first internationally binding agreement on Al governance which safeguards democratic values and fundamental rights.
The EU Al Act also introduces a detailed framework with risk tiers: Al systems are categorized based on their potential
impact, and those with the highest risks have the most stringent requirements such as transparency, documentation,
human oversight, risk management, and post-production monitoring within EU.

These international documents play an important role in shaping national policies and institutional governance models
for the development of Al policies being adopted by universities around the world. There is currently no dedicated
Artificial Intelligence Act in India that deals with the use of Al in higher education. On the contrary, there are
regulatory guidelines, as well as existing legislation and educational policies that initially lay the groundwork for Al

19 Olaf Zawacki-Richter and others, 'Systematic Review of Research on Atrtificial Intelligence Applications in Higher
Education' (2019) 16 International Journal of Educational Technology in Higher Education 39.

% Aras Bozkurt and others, ‘Artificial Intelligence and Reflections from Educational Landscape’ (2021) 13
Sustainability 800.

2! Ben Williamson and Rebecca Eynon, 'Historical Threads, Missing Links and Future Directions in Al in Education’
(2020) 45 Learning, Media and Technology 223.
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governance. Digital Personal Data Protection Act 2023 provides the legislation for processing personal data including
requirements for consent, lawful data processing, data fiduciary duties, and security protections. %

Table 3. Current Major Al Legal Instruments Governing Higher Education (Updated to July 2026)

S. . Relevance to Higher
No. Legal Instrument Year Type Key Provisions Education
Risk-based regulation Regulates high-risk Al
of Al systems, used in admissions,
1 European Union Al 2024— Binding Law transparency, humgn assessmer_lt, learning
Act 2026 oversight, conformity analytics, and
assessments, prohibited educational
Al practices administration
General Data Ds:zcirsc;ti?\(glig,nlsivr\]/{UI Protects students’ and
2 Protection Regulation 2018 Regulation data subject rights, staff members’ personal
data processed by Al
(GDPR) cross-border data
systems
transfers
UNESCO Hum_an rlg_hts, fairness, Proyld_es ethical
Recommendation on International inclusiveness, principles for
3 - i 2021 accountability, responsible Al adoption
the Ethics of Artificial Standard . .
Intelligence transparency, in education and
sustainability research
Human-centred Al, .
. Guides governments
4 | OECDAIPrinciples | 2019 | 'ternational el and universities in
P Principles P LY, developing trustworthy
accountability, -
. . Al governance policies
innovation
Council of Europe
e o of ruman | SIPROE TSt A
5 Avrtificial Intelligence 2024~ International rights, democracy, rule safeguards fundamental
-1g ’ 2025 Treaty of law, transparency;, gu L
Human Rights, risk management rights within
Democracy and the g educational institutions
Rule of Law
China's Interim Re_gulatlon of_ Governs the use of
Measures for the generative Al services, ;
. generative Al platforms
6 Management of 2023 Regulation content governance, . A
Generative Artificial security reviews In universities and
. . UTILY TEVIEWS, research institutions
Intelligence Services provider obligations
o, Regulation of Al- Prevents misuse of Al-
China's Deep . generated synthetic .
7 . o 2023 Regulation . generated educational
Synthesis Provisions media, deepfakes,
. - and research content
disclosure requirements
Algorithm registration, | Regulates Al-powered
China's Algorithm transparency, user educational
8 Recommendation 2022 Regulation protection, recommendation
Provisions recommendation systems and learning
governance platforms
Governance of high- Influences Al
Colorado Artificial risk Al systems, anti- governance practices
9 Intelligence Act 2024 State Law discrimination adopted by higher
(United States) obligations, impact education institutions
assessments operating in Colorado
Consent-based data Regulates processing of
. processing, data students' personal
10 Digital _Personal Df’!ta 2023 National Law fiduciary obligations, information by Al-
Protection Act (India) : .
security safeguards, enabled educational
data protection systems

22 Ben Williamson, Sian Bayne and Suellen Shay, ‘The Datafication of Higher Education' (2020) 25 Teaching in Higher
Education 351.

Page | 128



International Journal of Enhanced Research in Educational Development (IJERED)
ISSN: 2320-8708, Vol. 14 Issue 5, September-October, 2026

. Provides the legal
Electronic records, .
Information 2000 National L cybersecurity. fgundatlo.rt] ford
11 . ational Law . . L cybersecurity an
Technology Act (India) |nte£mbeedr|g?r/elr:i2|sllty, digital governance in
Y Al-supported education
teChI?1I()9|IC§a| I?r?trgl?zg[’ion Encourages responsible
National Education Education logy Integ ' adoption of Al and
12 . . 2020 - innovation, . .
Policy (India) Policy S emerging technologies
multidisciplinary L -
: in higher education
education
Responsible Al use, Assists universities in
UGC Al-related academic integrity, formulating
13 Advisories and 2023~ Reg_ulatory digital literacy, ethical | institutional Al policies
A : 2026 Guidance L
Guidelines (India) deployment of and maintaining
generative Al academic standards

2. Comparative Analysis of Global Al Laws in Higher Education

The evolving nature of Artificial Intelligence (Al) governance has been shaped in various ways by different
jurisdictions, based on differing legal traditions, levels of technological innovation, different approaches to education
and regulatory philosophies. Some jurisdictions have whole-of-government regulations on Al and others have sector-
specific laws, data protection laws, ethical guidelines, and administrative frameworks. On the higher education side, the
focus of Al regulation is on privacy protection, fairness in the use of Al algorithms, transparency, academic integrity,
and responsible innovation. Al has increasingly become a central pillar in university operations for admissions, student
evaluation, learning analytics, research, and more; therefore, ensuring regulation adherence becomes a vital part of
education governance.?

Therefore, comparative legal analysis is a useful tool to identify best practices around the world and areas that may
allow for harmonisation of Al governance at the national level within higher education systems. The European Union
has introduced the most extensive system of Al regulation around the world with the EU Al Act, which aims at a risk-
based approach by categorizing Al systems based on their impact on fundamental rights and requirements for public
safety. The health and safety requirements for high-risk Al systems in education encompass transparency,
documentation, monitoring of human use, risk management, data quality, and conformity testing. The responsible use
of Al-driven analytics, automated evaluation processes, and admissions platforms has a profound impact on universities
in this framework. By comparison, the United States has a “decentralized” approach to regulating Al, with state
legislation, federal agency guidance, executive orders, and already enacted consumer protection, privacy and anti-
discrimination laws playing the primary roles.?

3. Policy Implications for Teaching and Learning

With the accelerated implementation of Artificial Intelligence (Al) in higher education, it is essential that detailed
institutional and national policies are created that encourage the use of Al responsibly, ethically and effectively in the
teaching and learning process. To enable effective governance of Al use, educational institutions should set out the
acceptable use of Al, institutional responsibilities, and accountability frameworks in a formal manner, rather than
relying on the same approach as ad hoc implementations. Such policies should cover the selection, procurement,
deployment, monitoring and evaluation of Al technologies, taking into account compliance with existing laws and
regulations relevant to privacy, data protection, cyber security and intellectual property.”

Al governance committees at universities should be interdisciplinary, with Al educators, law experts, technologists,
ethicists, and student advisors in attendance to plan for and review institutional policies every now and then to keep up
with technology. Human-centred Al should be the focus of teaching and learning policies, accepting the fact that Al is
not about replacing teachers but about enhancing their work. For faculty members, continuous faculty development is
needed to build up their Al literacy, digital pedagogy skills, and ethical skills in decision making process. Regular
training on responsible use of generative Al, as well as Al-assisted assessment, algorithmic bias, academic integrity and
data governance, should be offered by institutions. Similarly, there should be a structured teaching and learning
program for students focused on Al literacy, critical thinking, the responsible use of Al, digital citizenship and ethical
research practice.”®

8 UNESCO, Guidance for Generative Al in Education and Research (2023).
2 OpenAl, GPT-4 Technical Report (2023).

% Microsoft, Responsible Al Standard (Version 2, 2024).

% Google, Al Principles (Updated 2023).
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RESULTS & FINDINGS

The analysis showcases how Al has emerged as a game-changer in higher education, offering enhancements in
instruction, learning, research, administrative processes, and institution decision-making. New student engagement
tools, adaptive learning systems powered by Al, intelligent tutoring applications, learning analytics and the use of
generative Al have markedly increased student engagement, learning outcomes and research productivity. Key
initiatives in the education sector that utilize Al include enhancing educational planning, adapting curriculum to make it
inclusive and accessible for students with disabilities, automating administrative tasks, and assisting with curriculum
development at universities. The future of Al in higher education looks promising, with the potential to transform the
landscape and create a more inclusive, flexible, and personalized learning experience if used responsibly. %’

Additionally, the study indicates that the swift rise of Al has led to significant ethical, legal and governance concerns to
pursue policy action urgently. The problems faced by algorithmic bias, data privacy, cyber security, integrity of
studying, IP rights, explainability, transparency and accountability are still highly relevant in the context of higher
education in all parts of the world. Conventional modes of assessment, authorship, plagiarism detection, and academic
honesty are especially affected by the advent of generative Al, spurring changes in institutional policies and assessment
practices.

Based on the findings of this study, it can be concluded that Artificial Intelligence (Al) serves as a revolutionising tool
in higher education to augment teaching, learning, research and the administration of educational institutions. The
analysis shows that the use of Al technologies such as intelligent tutoring systems, adaptive learning platforms, learning
analytics tools and applications of generative Al creates a substantial improvement in personalized learning and
engagement. These tools allow teachers to track and assess their students' learning and progress live, facilitating the
ability to identify learning discrepancies, give targeted feedback, and create individualized learning strategies. Al also
simplifies administration tasks like enrolling students, scheduling, marking and providing other support services for
students thereby optimizing the workload and making the institution more efficient.?®

Most notably, the research showed that Al can significantly aid in academic research through literature reviews, data
analysis, language translation, and even collaboration. Al-driven education ecosystems are transforming the university,
with Al technologies that enhance accessibility, such as speech recognition, automated captioning, and multilingual
learning solutions showing promise with respect to students with disabilities. The results also reveal a number of ethical
and legal concerns to consider for the widespread use of Al. With the rise of generative Al in this category, such as
writing assignments, taking examinations, and doing research writing, the issue of academic integrity has become a
major issue. Furthermore, problems with algorithmic bias, transparency, privacy, IP rights, or accountability keep
educators, students and policy makers in suspense.

The institutions' readiness to implement responsible Al is assessed by comparative analysis and is higher for countries
with more comprehensive frameworks for Al governance, such as the European Union (EU), Singapore, and Australia,
compared to countries with weak regulatory mechanisms. The results further indicate that the successful use of Al in
higher education requires institutional policies, faculty training, an educational program on digital literacy, strong data
protection measures, and human oversight. The data indicate that whilst Al holds great promise for enhancing the
quality and innovation in education, long-term success will require a balance of governance that ensures ethical,
transparent, inclusive, academic integrity, and sustainable digital transformation within HEIs.?

POLICY RECOMMENDATIONS

In depth policy reforms, from institutional, national to international scales are necessary for the responsible use of Al in
higher education. Governments should create Al-specific education sector policies to ensure they are in line with
principles for transparency, accountability, fairness, human oversight, and fundamental rights that are accepted globally.
Al guidelines should be established by the institutions (universities) explicitly guiding the responsible and acceptable
use of Al in education, research, assessment, and administration. It is recommended to include mandatory Al impact
assessments, regular algorithmic audits and generally strengthening data governance to limit the algorithmic bias,
explainability, and institutional accountability. Safeguarding personal information and preserving public trust in higher
education will need to be a part of any efforts to ensure compliance with data protection and cybersecurity laws as well
as a core element of Al governance. ¥

" IBM, Everyday Ethics for Artificial Intelligence (IBM Research 2022).

% Digital Personal Data Protection Act 2023 (India).

% National Institution for Transforming India (NITI Aayog), National Strategy for Artificial Intelligence: #AlforAll
(Government of India 2018).

% World Economic Forum, Empowering Al Leadership: Al Governance Alliance (2024).
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Educational institutions of higher learning (EHS) must also focus on building capacity through ongoing and regular Al
literacy and digital ethics courses for their students, faculty members, researchers, and administrators. It is imperative
that academic integrity policies be adjusted to include the responsible use of generative Al, such as the need for
disclosures, acceptable uses of generative Al during academic work, and the applicable rules on citation. The emphasis
of assessment strategies must continue to be on methods that take a problem-solving and competency-based approach
instead of mere content output, while progressively increasing the emphasis on authentic assessments and critical
thinking and creativity. There is a need to jointly establish harmonized Al standards and encourage interdisciplinary
research as part of the same design for reducing digital inequalities and making Al technologies accessible. These
initiatives will help HEIs make the most of Al's potential for learning while maintaining ethical governance, legal
adherence, and sustainable innovation.*

CONCLUSION

Al has become a revolutionary technology that is revolutionizing higher education in many ways, including in teaching,
learning, research, evaluation and governance. The use of Al systems has implications for personalised learning, greater
administrative efficiency, increased research productivity and greater access to education opportunities for a variety of
learners. As the Al field grows rapidly it has raised a number of ethical and legal concerns with respect to academic
integrity, algorithmic bias, transparency, privacy, cybersecurity, IPR, and accountability. The difficulties raise that
technological innovation cannot by any means be enough to realize sustainable educational development — it requires
larger governance frameworks as well, which must point out that higher education institutions are sustainable and
reliable and that their performance with respect to delivery is controlled from the very best perspectives.*

The comparison of the legal landscapes for the governance of Al globally suggests a trend towards a risk-based,
human-centred, and ethically-driven approach to its regulation, with the specifics and maturity of these regulatory
regimes differing across jurisdictions. There are references from international instruments (UNESCO Recommendation
on the Ethics of Artificial Intelligence, OECD Al Principles, the European Union Al Act) to serve as guidelines for
developing responsible institutional policies and national legislation. Future education institutions should integrate Al
as a facilitating technology to complement and augment, not supplant, critical thinking, academic freedom, and human
expertise. Universitas should ensure that Al is properly harnessed and likely the most opportunities are explored while
ensuring the risks are mitigated through strengthening Al literacy, promoting Al governance — with greater
transparency, investment in secure digital infrastructure and cooperation at the international level. This systems
approach will help develop inclusive, innovative and sustainable higher education systems that can respond to changing
educational demands and social needs of the digital age.

Conclusions from this research clearly show how useful Artificial Intelligence (Al) can be in reshaping the higher
education sector to enhance the quality of teaching and learning, research, and institutional administration. Al-driven
technologies enable individualisation of learning, adaptive assessment and timely academic interventions, allowing
teachers to better serve the needs of students and help support all differences. These advances are reminiscent of the
larger goal of building learning spaces focused on learners that are flexible, accessible, and lifelong-learning spaces. Al
is also helping improve research productivity and administrative efficiency in universities through its predictive
capability for repetitive tasks and ability to drive evidence-based decision making.

The high potential of Al, notwithstanding these benefits, opens up complex ethical, legal, and governance issues that
the study is addressing. The use of generative Al is concerning as it may have an impact on academic integrity, original
student work, and the validity of Al-generated materials. In addition, algorithmic bias, data privacy, transparency,
accountability and access inequities in access to Al technologies could create a lack of trust and lack of fairness in
higher education institutions if not properly resolved. The challenges highlight the need for established institutional
policies, ethical guidelines, and regulatory frameworks to facilitate responsible use of Al.

The discussion proposes that Al will instead be a complement to the role of an educator. It is fundamental to have a
person with their critical thinking, ethical sense and ability to engage students in meaningful interactions. Thus,
universities must focus on strengthening their Al literacy, faculty training, digital infrastructure, and governance
systems to fully leverage the educational opportunities of Al while mitigating associated risks. This balanced approach
will drive innovativeness, inclusiveness and sustainable change in HE.

%! United Nations, Global Digital Compact (2024).
%2 G7 Leaders, Hiroshima Al Process Guiding Principles (2023).
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